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1 Foreword

1.1 Target Audience

This manual is prepared for the installers and system administrators who are
responsible for network installation, configuration and maintenance. It assumes that the
user has understood all network communication and management protocols, as well as
the technical terms, theoretical principles, practical skills, and expertise of devices,
protocols and interfaces related to networking. Work experience in Graphical User
Interface (GUI), Command-line Interface, Simple Network Management Protocol (SNMP)
and Web Explorer is also required.

1.2 Manual Convention

The following approaches should prevail.

GUI Convention Description
Interpretation Describe operations and add necessary information.
& Remind the user of cautions as improper operations will result
Caution in data loss or equipment damage.

2 Web Page Login

2.1 Log in the Network Management Client

Type in the default switch address: http://192.168.2.1 and press “Enter”.

Ll Description:

L2 Browser standards: superior to IE 9.0, Chrome 23.0 and Firefox 20.0

Keep the IP network segment of PC consistent with that of switch but differentiate
the IP address as you log in. Set PC’s IP address of 192.168.2.x and the subnet mask of
255.255.255.0 for the first login (1< x <254).

A login window appears as follows. Type in the default username of “admin” and
the password of “admin”. Click the “Log in” to see the switch system.
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2.2 Constitution of Client Interface

The typical operation interface of Web network management system is as follows.
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2.3 Navigation Bar on Web Interface
Menu items such as State, Network, Port, POE Setting, VLAN, MAC Address Table,

Spanning Tree, Discovery, DHCP, Multicast, Routing, Security, ACL, QoS, Diagnostics and
Management are available on the web network management client. Each item contains
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submenus. Navigation bar is detailed as follows:

Menu ltems Submenus Secondary Description
Submenus
Status System Display the port state and product
Information info
Logging Display the device running and
Message operation logs
Port Statistics Display the detailed port statistics
Error Disabled Display the faults occurring to ports
Bandwidth Display the bandwidth utilization per
Utilization unit time of all ports
Link Display the aggregation group state
Aggregation and members
MAC  Address Display the MAC address table of
Table the current device
Network DNS Configure and view the DNS and
server setting
Hosts Configure and view the DNS Server
and dynamic host mapping table
System Time Configure and view the current
system time
Port Port Setting Configure and view all ports
Error Disabled Configure and view the port error
disable protection
Link Group Configure and view the port &
Aggregation strategy balancing algorithms
contained in LAG
Port Setting Configure and view the LAG
LACP Check LACP system priority and port
configuration
EEE Configure and view the EEE state

and information

Jumbo Frame

Configure and view the length of the
max message forwarded by system

Port Security

Configure and view the rate limiting
of port security, as well as port state

Protected Port

Configure and view the port

isolation

Storm Control

Configure and view the port storm
policing
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Mirroring Configure and view the port
mirroring
POE Setting | PoE Port Setting Configure and view the PoE port
PoE Port Timer Configure and view the timing
Setting switch of PoE port
PoE Port Timer Configure and view Poe port
Reboot Setting scheduled restart
VLAN VLAN Create VLAN Configure and view the VLAN info of
the device
VLAN Configure and view the VLAN
Configuration configuration of all ports
Membership Configure and view the port info of
VLANs
Port Setting Configure and view the PVID and
VLAN attributes of ports
Voice VLAN Property Configure and view Voice-VLAN
function and port status information
Voice OUI Configure and view Voice-VLAN
OUI information
Protocol VLAN Protocol Group Configure and view the protocol
VLAN group
Group Binding Configure and view the protocol
VLAN port and group binding.
MAC VLA MAC Group Configure and view the MAC VLAN
group
Group Binding Configure and view the MAC VLAN
port and group binding
Surveillance Property Configure and view
VLAN Surveillance-VLAN function and port
status information
Surveillance OUI Configure and view
Surveillance-VLAN OUI information
GVRP Property Configure and view the functional
global and port state
Membership Configure and view the VLANs
learned and the port members
Statistics Configure and view the message
statistics related to ports
MAC Address | Dynamic Configure and view the dynamic
Table Address MAC addresses and aging time of

the device
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Static Address

Configure and view the static MAC
address tables of the device

Filtering Address

Configure and view the MAC

address tables to be filtered

Port Security
Address

Configure and view the MAC
address table learned by port

security
Spanning Property Configure and view the STP state
Tree and attributes
Port Setting Configure and view the port
attributions of STP
MST Instance Configure and view the instance
attributes of STPs
MST Port Configure and view the instances
Setting (incl. port info) of STPs
Statistics Configure and view the STP
message statistics of each port
ERPS Propety Configure and view the ERPS on-off
ERPS Instance Configure and view the ERPS
Instance
Discovery LLDP Property Configure and view the attributes
related to LLDP
Port Setting Configure and view the transmitting
& receiving state of LLDP at each
port
MED Network | Configure and view the MED
Policy network strategy table entry
MED Port Setting Configure and view the MED state at
each port
Packet View Configure and view the detailed
LLDP messages at each port
Local Information Configure and view the LLDP and
LLDP-MED state
Neighbor Configure and view the LLDP
neighbor info
Statistics Configure and view the transmitting
& receiving state of LLDP message
at each port
DHCP Property Configure and view DHCP service
switches and port switches
IP Pool Setting Configure and view DHCP server IP
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address pool

VLAN IF

Configure and view VLANIF and

Address Group DHCP  server group  binding
Setting relationship
Client List View the list of DHCP clients
Client  Static Configure and view DHCP client
Binding Table static binding table entries
Multicast General Property Configure and view the function
configuration
Group Address Configure and view the relevant
static multicast info
Router Port Configure and view the multicast
routed port info
Forwarding All Configure and view the multicast
forwarding port info
Throttling Configure and view the multicast
limit at each port
Filtering Profile Configure and view the multicast
addresses filtered
Filtering Binding Configure and view the binding info
related to filtering rule and ports
IGMP Snooping Property Configure and view the switch,
version, etc.
Querier Configure and view the querier state
Statistics Configure and view the protocol
messages
MLD Snooping Property Configure and view the protocol,
switch, etc.
Statistics Configure and view the protocol
messages
MVR Property Configure and view the attribute info
such as switch
Port Setting Configure and view the state at each
port
Group Address Configure and view the function,
VLAN and group address
Routing IPv4 IPv4 Interface Configure and view VLANIF IPv4
Management address information

and Interfaces

IPv4 Routes

Configure and view IPv4 static

routes
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ARP

Configure and view ARP table

IPv6

Management
and Interfaces

IPv6 Interface

Configure and view VLANIF IPv6
interface information

IPv6 Address Configure and view VLANIF IPv6
address information
IPv6 Routes Configure and view IPv6 static

routes

IPv6 Neighbors

Configure and view IPv6 neighbors
table

Rip Routes | Rip Routes Setting | Configure and view RIP routes
Management
Ospf  Routes | Ospf Routes | Configure and view OSPF routes
Management | Setting
Security RADIUS Configure to view RADIUS server
related information
TACACS+ Configure to view TACACS+ server
related information
AAA Method List Configure and view the login
authentication method
Login Configure and view the
Authentication authentication methods of terminals
Management Management VLAN | Configure and view management
Access VLAN
Management Configure and view the service
Service management mode and relevant
attributes
Management ACL | Configure and view the ACL aiming
at management channels
Management ACE | Configure and view the ACE
configuration of management
channels
Authentication Property Configure and view the
Management authentication attributes
Port Setting Configure and view the

authentication info at each port

MAC Local Account

Configure and view the list of MAC
local accounts

Web Local Account

Configure and view the list of Web
local accounts

Sessions

Configure and view the info related
to session authentication
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DoS Property Configure and view the switch
option
Port Setting Configure and view the switch
option at ports
Dynamic ~ ARP | Property Configure and view the dynamic
Inspection ARP inspection
Statistics Configure and view the messages
statistics in APR inspection state at
each port
DHCP Snooping Property Configure and view the switch and
state
Statistics Configure and view the DHCP

message statistics received by each
port

Option82 Property

Configure and view the attributes
related to Option 82

Option82 Circuit ID

Configure and view the Circuit ID of
Option 82

IP Source Guard

Port Setting Configure and view the state at
ports
IMPV Binding Configure and view the binding

tables of IP, MAC, Port and VLAN

Save Database

Configure and view the storage and
info of the binding table entry

ACL MAC ACL Configure and view the MAC ACL
rules
MAC ACE Configure and view the MAC ACE
table entries
IPv4 ACL Configure and view the IPv4 ACL
rules
IPv4 ACE Configure and view the IPv4 ACE
table entries
IPv6 ACL Configure and view the IPv6 ACL
rules
IPv6 ACE Configure and view the IPv6 ACE
table entries
ACL Binding Configure and view the ACL rules
and the port binding application
QoS General Property Configure and view the QoS switch

and state

Queue Scheduling

Configure and view the algorithm of
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queue scheduling

CoS Mapping

Configure and view the priority and
local queue mapping table

DSCP Mapping

Configure and view the priority and
local queue mapping table

IP Precedence | Configure and view the priority and
Mapping local queue mapping table
Rate Limit Ingress/Egress Port | Configure and view the
configuration of port rate limiting
Egress Queue Configure and view the rate limiting
configuration based on egress
queue
Diagnostics Logging Property Configure and view the switch and
state
Remote Server Configure and view the address of
remote servers
Ping Network diagnostics by Ping
Traceroute Network diagnostics by traceroute
Copper Test Electrical interface link diagnostics
by VCT
Fiber Module Check the SFP module at optical
interfaces
uUDLD Property Configure and view the switch and
state
Neighbor Configure and view the neighbor
state
Management | User Account Configure and view the user info
Firmware Upgrade Update software
Configuration Upgrade Update configuration files
Save Configuration | Save the  configuration files
supporting device running
SNMP View Configure and view the SNMP
function view table entry
Group Configure and view the SNMP group
Community Configure and view the SNMP
Community
User Configure and view the SNMP user
attributes
Engine ID Configure and view the SNMP and

remote Engine IDs
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Trap Event Configure and view the SNMP Trap
switch and state

Notification Configure and view the SNMP

Notification server state
RMON Statistics Configure and view the message

statistics history of all ports

History Configure and view the history
record state

Event Configure and view the event state

Alarm Configure and view the alarm state

3 Status

3.1 System Information

According to the switch connected, web network management panel directly
displays the port and product info, incl.: number of ports, port states, product info,
device states, function on-off states, etc.

Instructions:
1. Click the “Status > System Information” in the navigation bar as follows:
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Status /. System Information
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Mouseover a port to check the port No., type, rate and state. “Edit” the “System
Name”, “Location” and “Contact” in the product info. “Apply” and finish.

3.2 Statistics

Introduce the detailed flow statistics at a port and the info to be refreshed or cleared

manually by users.

1. Click the “Status > Port > Statistics” in the navigation bar as follows:
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(0 Description:

“Clear” the flow statistics at the current port and refresh the page.

3.3 MAC Address Table

View MAC address table information
Instructions:
1. Click the “Status > MAC Address Table” in the navigation bar as follows:
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MAC Address Table

Showing | All ¥ | entries Showing 1 to 2 of 2 eniries Q T

1C2A°AZ 003424 Management CPU

1 OOEC4CZ2E2CDD  Dynamic GE1

First | | Previous | (1) Next| |Last,

i Clear ][ Refresh I

Interface data are as follows.

Query Description

Items

MAC Destination MAC Address

VLAN VLAN ID belonging to MAC address

Port Message egress corresponding to MAC address

Type Dynamic MAC Address refers to the entry which will age with the set
aging time. Switches can add entries based on the learning mechanism
of MAC address or manual creation.
Static MAC address refers to the specified table which is manually
configured and won’t age.
Management MAC address refers to the address at the management
port.

3.4 Reboot

1. Click the “Reboot” on the upper right as guided as follows.

Save | Logout | Reboot | Debug

Reboot the system and unsaved changes in the
configuration will be lost. Do you want to

continue?

OK Cancel
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3.5 Management IP Address

Change the management IP address on web interface.
Instructions:

1. Click the “Routing > IPv4 Management and Interfaces > IPv4 Interface” in the
navigation bar to discover IPv4 address of 192.168.2.1/24 by default as follows:

IPv4 Interface Table

Q

| Interface | IP Address Type | [P Address | Mask | Status | |
VLAN1  Static 192.168.21 255.256.255.0 Valid
| Add || Delete |

4 Network

4.1 DNS

DNS is short for Domain Name System to name computers and network services from
units to domain hierarchies. A domain name consists of the dots separated by a series of
words or abbreviations, each corresponding to a unique IP address. DNS is the server on the
Internet that resolves domain names. Applicable to Internet and other TCP/IP networks, DNS
name retrieves computers and services through user-friendly names. As one of the core
Internet services, DNS is a distributed database that maps domain names and IP addresses
mutually.

Instructions:
1. Click on the “Network > DNS” in the navigation bar as follows.
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DNS Configuration

() Disable

DNS Status @ Enabl

DNS Default Name | | (1 to 255 alphanumeric characters)
Apply

DNS Server Configuration

Interface data are as follows.

Configuration Items Description
DNS State DNS switch
DNS Default Name Enter the DNS default name

2. “Add” to configure DNS server.
o S e

| IPVANPYG Address | [114.114.114.114

3. “Apply” and finish as follows.
DNS Server Configuration

1 114114114114

[ s [ Dee= |
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4.

2 System Time

It is mainly used to configure the system time, and select the time source,

daylight-saving time, etc.
Instructions

1.

Click on the “Network > System Time” in the navigation bar as follows.

b

:
F

L
¥

K
H
1
H
1
H
[}
H
1
1
1
1
I.

From Computer
= Manual Time

TimeZone| UTC+300 v |

ITTETIICIRIRNETTTITTETTTY

Server Address | |

i
O T T TP e R TR Y

123 {1 - B85535 default 123)

Dlta 2021-01-01 [ YYYY-RM-D0
e e Y
Time ! 081412 | HH MM
= = MNone
| D Recurring
Type: (O Non-recurring
| I USA
i ) European
LsszaEzcasassszssrsaany
Dﬂm! F.H:l Min (T - 1440, defaull GOY

Br=mni From: Day [Sun v| Week [Fiisl v | Month [Jan v | Time |
Recurming | L i
i To:  Day[Sun v] Wesk |First *| Monih [I58 7] Time |

SEEEERIEAZEEEMIIIS IR AAA]

From: | yryyvmvoo | HiH MM

Hon-recurming

e O T

Ta [ YYYY-MM-O0 I HH MM

Interface data are as follows.

Configuration Description

ltems

Time Source Select the time source in SNTP, PC or manual modes
Time Zone Set the time zone

Address Type Host name or IPv4 address (with time source set by SNTP)
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Server Address Server Address (with time source set by SNTP)

Server Port No. Server Port No. (with time source set by SNTP)

Date Date info: DD/MM/YYYY (with time source set in manual mode)
Time Time info: SS/MM/HH (with time source set in manual mode)
Type Daylight-saving time types are divided into None, cyclic,

non-cyclic, United States and Europe.

Reimbursed Time | Reimbursed Time of daylight-saving time

Cyclic Mode Configure the cyclic mode of daylight-saving time

Non-cyclic Mode | Configure the non-cyclic mode of daylight-saving time

5 Port

5.1 Port Setting

Interfaces should be identified so that users can inquire and configure Ethernet
interfaces as they want.

Instructions:
1. Click the “Port > Port Setting” in the navigation bar:

Port Setting Table

Q
[ ey [ Pot [ Type [ Descipbon | State | LiokStotus |  Speed | Dupiex | FlowControl | |
1 GE1 10000 Coppes Enasiled Doren Aglt Al Desatled
2 ZE2 1000 Copper Emnaflad Doran Bitar Auba Déisanled
3 GE3 1000M Copper Enabled Down Auta Auta Desablied
4 GE4 1000M Copper Enailed Doen Auto Auta Drsanied
5 ZEB 1000 Coppes Enablad Doram e Ayte D=mabiad
6 GEB 10000 Coppes Enabled Dioren Aulo Aul Désanied

T =T el Bt o Enanlod Thrwan Berhe Aafn Mécaihl o

2. Select the port(s) to be configured, and “Edit” as follows:
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Edit Port Setting

Port; GE1-GE3

Description | |

P Auto 10M
' Auto - 10M 1000
Spead ; Auto - 100M 1000
| Auto - 100084
Aulo - 10KM00M

Duplex | Full

Flow Control | Enabla

Interface data are as follows

Configuration Description

ltems

Port Port list

Description Port alias

State Enable or disable port

Speed Configurable auto negotiation with mandatory 10 Mb, 100 Mb

and 1,000 Mb states. Interface rates including 10 Mbit/s, 100
Mbit/s and 1,000 Mbit/s are available to Ethernet electrical
interfaces and are optional as required.

Duplex Configurable auto negotiation with full or half duplexes.

Flow Control After it is enabled on both local network and opposite network
devices, the local one will notify the other to stop transmitting
messages in the presence of network congestion. The opposite
one will execute the command temporarily to ensure zero
message loss.

Disable-Disabled reception and transmission of PAUSE frame;
Enable-Enabled reception and transmission of PAUSE frame;
Auto negotiation-Negotiate PAUSE frame with opposite
network devices automatically.

3. Select the optical port that needs to be configured, then click the modify button to
enter the modification page:
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Port . Port Setting

Edit Port Setting

.. Port] TEVTE2
Description | |
e, State | 2 Enabie
Speed | @ Auto () 1000M
| O 106
Duplex | & Ful
i Half
Aute
Flow Control | Enabile
: @ Dizable
IIIIIIIIIII EurrentTEnGl I.Hcll:lE I 10GH1000M
| Seting o 10G/2500M mode | ] Enable
ApPply Close |
Interface data are as follows:
Configuration Description
Items
Port Port list
Description Port alias
State Enable or disable port
Speed Configurable self negotiation, allowing for the selection of
appropriate interface rates as needed.
Duplex Configurable auto negotiation with full or half duplexes.
Flow Control After it is enabled on both local network and opposite network

devices, the local one will notify the other to stop transmitting
messages in the presence of network congestion. The opposite
one will execute the command temporarily to ensure zero
message loss.

Disable-Disabled reception and transmission of PAUSE frame;
Enable-Enabled reception and transmission of PAUSE frame;
Auto negotiation-Negotiate PAUSE frame with opposite
network devices automatically.
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TenGi Mode The port rate supports two modes:
10G/1G mode - supports 10G and 1G optical module access
10G/2.5G mode - supports 10G and 2.5G optical module access

5.2 Error Disabled

In general, if the software of the switch detects some errors in the port, the port will
be closed immediately. In other words, when the operating system of the switch detects
some error events on the switch port, the switch will automatically close the port

Instructions:

1. Click the “Port > Error Disabled” in the navigation bar to enable or disable
configuration as follows:

"""""""""" BPDU Guard | | | Enable

upLD Enable

EelfLﬁap Enable
| ~ Broadcast Flood | (| Enable
| Unknown Multicast Flood | || Enable
7 Unicast Flood | [ Enable
=--A-|:L el

Port Security | || Enable

Enable

ARP Rate Limit Enable

.':\ﬁ'l'-:' ¥ I

5.3 Link Aggregation

Link Aggregation broadens bandwidth and reliability by bundling a group of
physical interfaces into a single logical interface.

LAG (Link Aggregation Group) is a logical link bundled by multiple Ethernet links
(Eth-Trunk).

Ceaselessly expanding network size increases users’ demands of link bandwidth and
reliability. Traditionally, high-speed interface board or the compatible equipment is
usually replaced to optimize bandwidth, which is expensive and inflexible.

Link Aggregation Technology bundles multiple physical interfaces into a single logical
interface without upgrading hardware. Its backup mechanism not only improves
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reliability, but also shares the flow load on different physical links.

As shown below, Switch A is linked with Switch B through three Ethernet links which
are bundled into an Eth-Trunk logical link. Its bandwidth equals to that of the three links
in total, thus broadening the bandwidth. Meanwhile, these three links back up mutually
to be more reliable.

gel/4 asi/i il ga1/1 gel/4
SwitchA ei/2 sil2 SwitchB
- gel/3
g
gel/s gel/5

Eth-Trunk

Link Aggregation can meet the following demands:

® Insufficient bandwidth of two switches connected with one link.

® Insufficient reliability of two switches connected with one link.

Link Aggregation can be divided into Manual Mode and LACP Mode in accordance with
Link Aggregation Control Protocol (LACP) state.

In the first mode, Eth-Trunk establishment, member interface access should be
added manually without LACP. It is also called the Load-sharing Mode because all links
are involved in data forwarding and load sharing. In case any active link fails, LAG will
average load with the remaining ones. This mode is preferred under the circumstance
that two directly connected devices require a larger link bandwidth but has no access to
LACP.

5.3.1 Group

Instructions for adding a Static Link Aggregation:
1. Click the “Port > Link Aggregation > Group”, select a load-balancing algorithm with a
radio button. “Apply” and finish as follows:
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| (@ MAC Addrass

) IP-MAC Address

Link Aggregation Table

LAG 1
LAG 2
LAG 3
LAG 4
LAG S5
LAG 6
LAG T
LAG 8

QOO DODO0

| Eat

2. Select one of 8 LAGs available, “Edit” the configuration page as follows:

Edit Link Aggregation Group

LAG: 1
Name = |
(@) Static
TPl ~ |acP
Available Port Selected Port
iGE1 = i
iGEE I ~
GE3
Member : GE4
|GE5
iGEﬁ
|GE7
GE8
| Apply || Clse |
Interface data are as follows
Configuration Items Description

LAG There are 8 LAGs numbering from 1 to 8.
Name Description of LAG, which can be modified as needed.
Type Select from the manual mode and the LACP mode.
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Member Up to 8 member ports are available in LAG.

lllustration:

As shown below, Switch A and Switch B connect VLAN 10 and 20 via Ethernet
respectively, with large data flow between them.
Both Switch A and B are expected to provide superior link bandwidth for VLAN
communication. Meanwhile, there should be the redundancy for reliable data
transmission and links.
Networking diagram LAG in manual mode

Eth-Trunk
o gel/1 ge1/1 L
SwitchA % ‘ e SwitchB
—_ g
gel/s gel/5

Instructions:

1. Create the ETH trunk interface in SwitchA and add a member interface to increase the
link bandwidth. The configuration of SwitchB is like that of SwitchA. Click the “Port > Link
Aggregation > Group”, choose “LAG 1” and port GE1, 2 and 3 and move them to the
selected ports on the right. “Apply” and finish as follows.

Link Aggregation Table

Q
[ CAG | Name | Type | Link satus | Acivo Momber | inaciive Member |
LAG 1 Static Up GE2 GE1-GE2
LAG 2 -
LAG 3 — =
LAG 4 - s
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5.3.2 Port Setting

Attribute configuration of aggregation group member port

1. Click the “Port > Link Aggregation > Port Setting”, to enter the attribute configuration
interface of aggregation group member port as follows:

Port Setting Table

Q
| LAG | Type | Description  State | Link Status | Speed = Duplex | Flow Control | |
LAG 1 Enabled Down Allto Auto Disabled
LAG 2 Enabled Down Alto Alto Dizabied
LAG 3 Enabled Down Alto Allto Disabled
LAG 4 Enabled Down Alto Auta Disabled
LAG § Enabled Down Allto Allto Disabled
LAG 6 Enabied Dawn Alto ALt Disabled
LAG 7 Enabied Down ALto Allto Disabled
LAG 8 Enabied Down ALto Auto Disabled
 Edt |
5.3.3 LACP

LACP (Link Aggregation Control Protocol), based on |EEE 802.3ad Standard,

dynamically aggregates and disaggregates links. It exchanges info with the opposite
network devices through LACPDU (Link Aggregation Control Protocol Data Unit).
After a port uses LACP, it will inform the opposite network device of system priority,
system MAC, port priority and No., and operation Key by transmitting a LACPDU. The
opposite device will compare such info with that saved by other ports after receiving it,
thus reaching an agreement on port participation in or quitting from a dynamic
aggregation.

Dynamic LACP aggregation is automatically created or deleted by system, that is,
internal ports can be added or removed by themselves. Only the ports connected to a
same device with the same rate, duplex, and basic configuration can be aggregated.
Instructions for adding a dynamic link aggregation:

1. Click the “Port > Link Aggregation > Group” in the navigation bar, select the LAG ID
and LACP mode, “Edit” them as follows:
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Edit Link Aggregation Group

LAG | 2

Name
() Static

Available Port Selected Port

GE1 ~] GEA4 -
GE2 = GES

GE3 | GEG

GE7
GES
GEQ
GE10
GE11 v

2. Click the “Port >Link Aggregation > LACP” in the navigation bar to configure the LACP
attributes such as system priority, port priority and timeout method as follows:

?;éTEB | 11-85535, defaul 32768

.........................

LACP Port Setting Table

1 GE1 1 Long
2 BE2 1 Lang
3 GE3 1 Long
4 GE4 1 Long
5 GES 1 Long
6 GEG 1 Long
& T GET 1 Long
& 8 GEs 1 Long

Interface data are as follows

Configuration Description
ltems

System Priority LACP determines the active and passive modes between two
devices subject to priority standard.
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Port Port list

Port Priority LACP determines the dynamic LAG member mode subject to the
port priority with a superior system.

Timeout It decides the transmission frequency of LACP messages.

(0 Description:

Please make sure there is no member interface accessing the Eth-Trunk before
changing its work pattern, otherwise it fails.

Work pattern of the local network devices should be consistent with that of the
opposite network devices.

lllustration
Ethernet Switch A aggregates 3 ports from GE1 to GE3 to Switch B, in order to share

the load by each member port.
The following configurations are exampled by means of dynamic aggregation.

@ Switch A

Link aggregation

@ Switch B

(0 Description:
The following is the configuration of Switch A only, which should stay the same with

that of Switch B for port aggregation.

Instructions:
1. Click the “Port > Link Aggregation > Group” in the navigation bar, “Edit” with LAG 2,

select GE1-GE3 in LACP mode. “Apply” and finish as follows:
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Edit Link Aggregation Group

STIRRR i dgd ]
]

| Type

T

Availabie Port

|GE4

EGEQ
|GE1D

‘Selected Port

GE1
GE2
GE3

54 EEE

Port power will be turned down in case of zero or less flow

Instructions:

1. Click the “Port > EEE” in the navigation bar, select the port and “Edit’ to enter the
configuration interface as follows:

EEE Setting Table

&) 1 GE1 Disabled
B 2 GE2 Disabled
[ 3 GE3 Disabled
B 4 GE4 Disabled
1= 5 GE5 Disabled
&l 6 GE6 Disabled

Edit EEE Setting

i o Enable




2. Set the port enable tag and “Apply” to complete the configuration as follows:

EEE Setting Table

Q

| Entry | Port | State
1 GE1 Enablad
2 GEZ Enabled
3 GE3 Disabled
4 GE4 Dizsabled

e

5.5 Jumbo Frame

Set the MTU (Maximum Transmission Unit) of the port
Instructions:
1. Click the “Port > Jumbo Frame” in the navigation bar, enter Jumbo Frame
configuration interface as follows:

-----------------------

Enable

.......................

5.6 Port Security

The port security feature records the Ethernet MAC address connected to the switch
port through the MAC address table, and only one MAC address can communicate
through this port. When packets sent by other MAC addresses pass through this port,
port security features prevent it. Using port security features can prevent unauthorized
devices from accessing the network and enhance security. In addition, port security
features can also be used to prevent MAC address table from filing up due to MAC

address flooding

Instructions:

1. Click the “Port > Port Security” in the navigation bar, enter port security configuration
interface as follows:
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; State | Enable

przmzzzzomarsmEmeay

\  Rate Limit| 100

| Appiy '.|

2. Click the “Port > Port Security” in the navigation bar, select the port and “Edit” to enter
the port level configuration interface as follows:

Port Security Table

i GEi Disabled 1 o o 0 Proiect Drsabled
2 GE2 Ciisabled 1 ] o 0 Prolect DOesabled
3 GE3 Disabled 1 0 D 0 Profect Disabled
& [GEa Dizabheg 1 ] o 0 Protact Desaolad
5 GES  Disabled 1 0 0 0 Protect Disabled
6 GE6  Disabled 1 o 0 0 Protact Disabled
7 GET  Disabled 1 0 0 0 Profect Disabled

Edit Port Security

State - Enable

5'7.'::::".TT:r::'.TTT::::f|

Address Limit | 1 o6 bt 1

! i = Protect
i Violate Action | Restrict
i : Shutdown
prEesdEEmEEEAEEE EEEEEEE '
: Sticky | Enable
|  Apply Clase |

5.7 Protected Port

Messages of broadcast, multicast, etc. will flood at each port even though the flow
needs no mutual communication sometimes. Under this circumstance, port isolation can
separate the messages between two ports.

Instructions:
1. Click the “Port > Protected Port” in the navigation bar, check the port(s) to be isolated,
“Edit” to switch this function as follows:
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Protected Port Table

Q| |
= 1 GE1 Unprotected
| 2 GE2 Unprotected
&l 3 BGE3 Unprotected
E 4 GE4 Unprotectad
& 5 GE5 Unprotected
75| 6 GEB Unprotected
] 7 GET  Unprotected

Edit Protected Port
1 Port! GE1-GEA
] & Proleckd
| Aeply || cise |

Instructions for achieve port isolation:
1. Click the “Port > Protected Port” in the navigation bar, check and “Edit” the GE1, 2 and
3 to be isolated. “Apply” and finish as follows:

Protected Port Table
Q| |
& 1 GE1 Protected
5] 2 OE2 Protected
7| 3 OGE3 Protected
ks 4 GE4  Unprotected
[ag 5 GE5 Unprotected

2. GE1, 2 and 3 fail to communicate mutually like other non-isolated ports.

5.8 Storm Control

Storms generated via broadcast, unknown multicast and unicast messages are
prevented as follows. These messages will be suppressed subject to packet rates
respectively. The average rate of the messages received by monitoring interfaces will be
compared with the max threshold configured during an inspection interval. Configured
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storm policing will be performed at this interface if the average rate exceeds the max
threshold.

When a L2 Ethernet interface receives the broadcast, unknown multicast or unicast
messages, the device will forward them to other L2 interfaces in a same VLAN (Virtual
Local Area Network) if the egress interface cannot be recognized according to
destination MAC addresses. As a result, broadcast storm may occur to degrade device
operation performance.

Three kinds of message flow can be controlled by storm policing characteristics to
stay away from broadcast storms.

Instructions:
1. Click the “Port > Storm Control” in the navigation bar to configure the attributes
related to storm policing such as mode as follows:

: () Packet! Sec
Mode | @ Kbits/ Sec
® Exclude
'FG_ 1 Inchede
| Apply

2. Select the appropriate port and “Edit” it by configuring the policing rates of broadcast,
unknown multicast and unicast storms at each port.

Port Setting Table

Q

1 GE1 Desabled Disabled 10000  Disabled 10000 Disabled 10000 Drop
2 GE2 Disabled Disabled 10000 (Disabled 10000 Disabled 10000 Drop
3 BGE3 Desabled Disablad 10000 Cisablad 10000 Disabled 10000  Drop
4 GE4 Desabled Duwsabled 10000 Disabled 10000 Disabled 100040 Drog
5 GES Desabled Disabled 10000 DCisabled 10000 Disabled 10000 Drop
€ GEE Dmsabled Dusabled 10000 Disabled 10000 Disabled 10000 Drop
T GET  Desabled Disabled 10000 Disabied 10000 Disabled 10000  Drop

MAES  Micshlad  Mhieahiod WA Mhisahlad +10A Phicahlad AN Fienn

3. Configure info such as storm switch and rate, “Apply” and finish as follows:

40



Edit Port Setting

----------------------- P ul’lﬂ GE1-GE3
--------------------- Staxa + Enable
¥ p— e ————
i " Enable
| Broadcast :
. ; |10000
ey
Unknown Multicast :
10000
---------------------------- +# Enable
Unknown Unicast :
10000
Action Shiutdown
_Apply || Close

5.9 Mirroring

Port Mirroring copies the message of a specified switch portto the destination port.
The copied port is the Source Port, and the copying port is the Destination Port.
Destination Port accesses to data inspection devices so that users can analyze the
messages received to monitor network and troubleshoot as follows:

Mirroring Destination Port ‘

Mirror Sourca Port Dista Monitoring Device

Le

PC

Instance
PC1 and PC2 access Switch A through interface GE1 and GE2 respectively.
Users intend to monitor the messages transmitted from PC2 to PC1.

Instructions:
1. Click the “Port > Mirroring” in the navigation bar. 4 sets of flow mirroring rules can be
configured as follows:
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I_Hirroring Table

“* Aflow the monitor port to send or receive normal packets

2. Select one session and “Edit” it in the mirroring group configuration interface:
Edit Mirroring

SessionD| 1
State | |/| Enable

|BE1

[+ Send or Receive Normal Packel

Available Port Selacted Port

GE1 ~ GE2 ”~
GED GE3
GE& GE4
GET
GES
GED
GE10
GE1 R L

W

Fa

Awvailable Port Selected Port

GE1 ~ GE2 o~
GES GE3

GE& > | |GE4

GET

GEB

GE9 ,_
GE10

GE11 L it

Egress Port

Interface data are as follows

Configuration Description
ltems
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Session ID The switch has 4 session IDs by default.

State The mirroring group can be enabled or not.

Monitor Port Only one ordinary physical port can be selected, excluding link
aggregation port and source port.

Ingress Port Any message received will be mirrored to the destination port.

Egress Port Any message transmitted will be mirrored to the destination port.

6 POE Setting

PoE (Power over Ethernet) transmits data signal for the terminals based on IP (e.g. IP
phone, WAP, and IP camera) and supplies the devices with direct current, without
changing the existing Cat-5 network cabling status. It ensures safe structured cabling
and normal network operation to minimize the cost.

6.1 PoE Port Setting

Instructions:
1. Click the “POE Setting > POE Port Setting” in the navigation bar as follows:

System info

System Power(mW) : 0

System Temperature{C) | &2

None

] 525t

Refresh Rate | i

i 10sec

30 seC

Port Setting Table
| Eatry | Pot | PoriEnstie | Stetun | Type | Lewst | iAckiet PowerimWy | Wokoget) | Comemima) | WetchDog | |

1. GE1 Enabiled of AF{L) o BalA HlA WA Cr=ablad
2 BEz2 Enalied o AR o e M MIA Ci=aiiad
I BGE3 Enafiled om AR o MA MA MIA Cesaiiad
4 GEL Enabied am AF(L o BalA, MUA, WA, [Cesabled
GES Emabiled an AR (i B BIA A [RE=Ta]
& GE8 Enabled off AF B B Nl Desabbad
T GET Enahled Of AR ] MA MIA TR Dieabiad

ES i Lt Eall gl m REIA RATA AaIA M it

2. Select the ports to be configured, and “Edit” as follows:
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Edit Port Setting

@ Enable
e |
Punfnahe: Disahie

| Enable
WatchDog : _ ..

| Apply || Close

Interface data are as follows

Configuration Description

ltems

PortEnable Enable/Disable Poe port power

WatchDog Enable/Disable Poe port watchdog function; After enabling the

watchdog function, when the POE port is continuously powered
but there is no traffic, the POE watchdog will be triggered. After
2 minutes of detection, the power supply will be stopped and
then powered on. The total detection cycle is 5 times

6.2 POE Port Timer Setting

Instructions:
1. Click the “POE Setting > POE Port Timer Setting”, select the power supply time of Poe
schedule. “Apply” and finish as follows

Pen [GET1 [z

Ql
T'o0 o4 | 62 63 |04 [ 65| 06 [ 47| 08 99 |0+ 42] 43| %4 46| %6 47 [ 4| 8 2 | 21| 5| %]
Man 7 o4 4 o o ') o o o o el e W o ¥ o o o F v o o o+ 7 |
Tue ) F B B F F B B FE P FFE B @ FEB 9 F B EEN
Wad 7 el < W o o o L o o o o o L v o o W r v o) o o o
™ B FH B F 8 B F B B B F R BFFEFENMN O BBD B B R
Fi =& o ¢ f i 4 i o < o ' AN A o o o o o o o ' o
83t M F F F OB BE B R FEERN B FAEE B F B
Sun & o i o cd o o o« o o o W o e o o o o ca o W o o
| Appty
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6.3 POE Port Timer Reboot Setting

By setting, the power supply can be restarted periodically based on the port.
Instructions:

1. Click the “POE Setting > POE Port Timer Reboot Setting” in the navigation bar as
follows:

Port Setting Table

Ql

| Entry | Port | RebootTimer | DelayTimer | [

' 1 GE1 00:00:00 00:00:00 '

| 2 GE2 000000 00:00:00 |
3 GE3 00:00:00 000000

| 4 GE4 00:00:00 00:00:00 |
5 GE5  00:00:00 00:00:00

| 6 GE6  00-00:00 00-00:00 |
7 GE7T  00:00:00 00:00:00

| A ~ra AfAcan Am-ARAn |

2. Select the port and “Edit” to enter the configuration interface

Reboot Timer Edit Port Setting

Port: GE1-GE2

RebootTimer | Hour, 00 v | Minute |00 v | Second |00 »

' Delay Timer | Hour 00 v | Minute |00 v | Second [00 »
[_ Apply || Close -

Interface data are as follows

Configuration Description

Items

Port Port list

RebootTimer Set the time synchronization time when PoE port turns off POE

power supply. It only supports setting to minutes

DelayTimer After the PoE power supply is turned off at the restart time, the
delay time to restart and turn on the power supply can only be
set to minutes

&Note:
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® To use this function, you need to set the system time synchronization

® The minimum granularity time of Poe port restart is minutes

® \When the restart time is set, the delay time needs to be set

® \When the delay time is 00:00:00, it means that the port is no longer powered on

7 VLAN

VLAN is formulated not restricted to physical locations, which means the hosts in a
same VLAN can be placed at will. As shown below, each VLAN, as a broadcast domain,
divides a physical LAN into logical LANs. Hosts can exchange messages by means of
traditional communication. For the hosts in different VLANS, the device such as router or
L3 switch is a must.

Router

Switch Switch

VLAN is superior to the traditional Ethernet in terms of:

® Broadcast domain coverage: the broadcast message in a LAN is limited in a VLAN to
save the bandwidth and handle the network-related issues more efficiently.

® AN security: VLAN hosts fail to communicate with each other since the messages
are separated by the broadcast domain in the data link layer. They need a router or
a Layer 3 switch for Layer 3 forwarding.

® Flexibility of creating a virtual working team: VLAN can create a virtual working team
beyond the control of physical network. Users have access to the network without
changing the configuration if their physical locations are moving within the scope.
This management switch is compatible with VLAN types based on 802.1Q, protocaols,
MAC, and ports. For default configuration, 802.1Q VLAN mode should be adopted.
Port VLAN is divided subject to a switch’s interface No. Network administrator gives
each switch interface a different PVID, namely a port default VLAN. If a data frame
without a VLAN tag flows into a switch interface with a PVID, it will be marked with

46



the same PVID, or it will get rid of an additional tag even though the interface has a
PVID.

® The solution to a VLAN frame depends on the interface type, which eases member
definition but re-configures VLAN in case of member mobility.

7.1 VLAN

7.1.1 Create VALN

Instructions for creating a new VLAN:

1. Click the “VLAN > VLAN > Create VLAN” to select a name in the valid VLAN box,
move it to the VLAN creating box on the right (up to 256 VLANSs can be created). “Apply”
and finish as follows:

' . Avalable VLAN Created VLAN
| VLAN 2 VLAN 1
: V0LAN 3
, . |VLAN 4
| VLAN VLAN 5
| | |VLANG
T (VLANT
! VLAN 8
| VLAN 9 Y
Apply _
VLAN Table
Showing | All * | entnes Showing 1 to 1 of 1 entries Q

| VLAN = Name | Type | VLAN Interface State |
1 default Default Disabled |

First | | Previous %  Next | | Last

Edt || Delete
| || l

2. The VLAN created will be displayed in the VLAN Table. Users can “Edit” the VLAN as
follows:
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Edit VLAN Name

! i Hame VLANDOOZ
| 1 &

| Apply || Close

Interface data are as follows.
Configuration Items | Description

VLAN ID It is required to select an ID ranging from 1 to 4,094. For
example, 1-3,5,7 and 9. LAN 1 is the default, which won’'t be
repeated in another new VLAN.

Name It is optional to modify the VLAN description as required.

7.1.2 VLAN Configuration

There are two methods. One is to add multiple ports under a single VLAN. The
other is to add a port to multiple VLANs. They are configured according to different
purposes.

Instructions for the first method to add the current port to a specified VLAN

1. Click the “VLAN > VLAN > VLAN Configuration” in the navigation bar, select the VLAN
ID on the upper left, and then click the port info as follows:

VLAN Configuration Table

VLAN | default v

Q
Entry | Port | Mode | Membership |_PviD_| Forbidden | |
1 GE1 Trunk Exciuded Tagged '* Untagged /
2 BE2 Trunk Exchuded Tagged " Untagged
3 QE3 Trunk Exciuded Tagged '* Untagosd
4 GE4 Trunk Exciuded Tagged '* Untagoed
5 GE5 Trunk Exciuded Tagged ' Untagoed
& GE& Trunk Exciuded Tagged '™ Untagoed
T GET Trunk Exciuded Tagged '* Untagged
8 GEB Trunk Exciuded Tagged '™ Untagged

Interface data are as follows.

Configuration Items | Description

VLAN VLAN ID to be configured

Port Port list
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Mode VLAN mode of port

Membership Member roles at the VLAN port:

Excluded: the port is out of this VLAN

Tagged: the port is a tagged member of this VLAN
Untagged: the port is an untagged member of this VLAN

PVID Whether this VLAN is the port PVID
Forbidden Whether the VLAN message is forbidden to be forwarded at
this port

7.1.3 Membership

Instructions for the second method to add the current port to a specified VLAN

1. Click the “VLAN > VLAN > Membership” in the navigation bar, select the port to be
configured and “Edit” to configure its attributes:

Membership Table

Q
| Entry | Port | Mode Adminisirative VLAN | Operational VLAN | |
i S Trunk 1UP 1uUP
2 BGEZ Trunk 1UP 1UP
3 BGE3 Tmunk 1UP 1UP
4 GE4 Trunk 1UP 1UP
5. GED Trunk 1UP 1UR
&6 OCEB Trunk 1UP 1UF
& Ak Trunk 1UP 1UF
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Edit Port Setting

Port  GEZ
................... o O
| [0 ' 0P
27
ar
4T
AT
&7
T
Membership aT
Forbidden
e Tagged
Untagged
| Apply | Close |

Interface data are as follows.

Configuration ltems Description

Port Port list
Mode VLAN mode of port
Membership The port is the attribute of VLAN ID and VLAN:

Forbidden: do not forward the VLAN message
Excluded: the port out of the VLAN
Tagged: The Tagged member of the VLAN

Untagged: The Untagged member of the VLAN
PVID: whether the VLAN is the port PVLAN

7.1.4 Port Setting

Trunk configuration. Connected with other switches, Trunk interfaces mainly
connect trunk links to allow the VLAN frames to flow through. IEEE 802.1q is the
encapsulation protocol of Trunk link and considers the formal standard for Virtual
Bridged Local Area Networks. It changes the frame format of Ethernet by adding a 4-bit
802.1g Tag between the source MAC address field and the protocol field.

802.1q frame format
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Gbyles Bhytes  4byles  2Zbyles 46-1500bytes 4byles
Eriony asdudurr:sus_ Toa L$ELH o i
[P0 [ [er [vo]
sbytes 3Jbits 1bit 12bits

Meanings of 802.1q tag fields

Field Length | Name Analysis

TPID 2 Tag Protocol Identifier to | It refers to the 802.1q Tag

bytes | describe the frame type frame when the value s
0x8,100, which will be discarded
if relevant equipment fails to
receive it.

PRI 3 bits Frame Priority It ranges from 0 to 7, with the
higher priority represented by
larger number. Data frame with
higher priority will be sent
preferentially in case of switch
congestion.

CFl 1 bit Canonical Format Indicator to | MAC address is classical when
reveal whether the MAC | CFl is 0 and non-classical when
address is classical or not. CFl is 1. It promotes the

compatibility between Ethernet
and token ring. CFI will be 0 in
the Ethernet.

VID 12 bits | VLAN ID indicates the VLAN | It ranges from O to 4,095, with 1

to which the frame belongs.

to 4,094 valid since 0 and 4,095
are the protocol retention
values.

Packets sent by each switch supporting 802.1q protocol contain a VLAN ID to
indicate the VLAN to which the switch belongs. Therefore, Ethernet frames are divided

into two types as follows in a VLAN switching network:
® Tagged frame: it refers to the frame adding a 4-bit 802.1q Tag.
® Untagged frame: it refers to the original frame without a 4-bit 802.1q Tag.

Connected with other switches, Trunk interfaces mainly connect trunk links to allow

the VLAN frames to flow through.

Instructions for trunk interface configuration:

1. Click the “VLAN > VLAN > Port Setting” in the navigation bar, select the port and

“Edit” it to configure the attributes:
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Port Setting Table

| Entry | ﬁutlmlnmlnm-ﬁtmm| Ingress Filiering | Uplink  TPID
T+ GE1 Trunk All Enabled Disabled ﬂkEWD
2 BE2 Trunk 1 Al Enabled Disabled DOx2100
3 GE3 Trunk 1 Al Enabled Disabled 0Ox8100
4 GE4 Trunk 1 Al Enabled Disabled 0x8100
& GE5 Trunk 1 Al Enabled Disabled 0x8100
6 GEG Trunk 1 Al Enabled Disabled 0x8100
T GET Trunk 1 Al Enabled Disabled Ox2100
B GEB& Truek 1 Al Enabled Disabled Dx8100
Edit Port Setting
GE4-GES
1 Hybaid
{ () Access
{ O Trunk
| O Tunnel
O
Accept Frame Typ!i [} Tag Only
{ () Untag Only
) Ingress Flltunnn [] Enahle
l.lpllnk O] 1
TRID
| Apply | Close
Interface data are as follows.
Configuration Items Description

Port

Port No. to be configured

Mode

VLAN mode of port

Hybrid: port in this mode serves as the member of
Tagged and Untagged ports of VLANs

Access: port in this mode serves as the only member of
VLAN

Trunk: port in this mode serves as the only Untagged
member of PVID and the Tagged member of VLANs

Tunnel: Port Q-in-Q VLAN

PVID

Port native VLAN
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Accept Frame Type Message types received by ports
All: all messages

Tag Only: only Tagged messages will be received
Untag Only: only Untagged messages will be received

Ingress Filtering A switch to decide to filter VLAN messages excluded at
the port

Uplink Whether in uplink mode or not

TPID Identification No. of VLAN Tag

7.2 Voice VLAN

Traditionally, ACL (Access Control List) will be applied to distinguish Voice Data and
QoS (Quality of Service) will be used to ensure transmission quality, thus enhancing the
priority. In order to simplify user configuration and facilitate voice flow management,
Voice VLAN emerges. Enabled interface judges whether it is Voice Data flow or not
according to the source MAC address field accessing the interface data flow. The
message in the source MAC address is the Voice Data flow, which confirms to the OUI
(Organizationally Unique Identifier) of the voice devices that are configured by the
system. The interfaces receiving Voice Data flow will automatically transmit to Voice
VLAN, thus simplifying user configuration and Voice Data management.

OUI of Voice VLAN

OUI represents a MAC address field. Its address can be calculated based on the
48-bit MAC address and the corresponding bit of mask. The number of bits of ingress
MAC address and matching OUI is determined by the length of the all “1”-bit in the
mask. For example, if the MAC address is 1-1-1 and the mask is FFFF-FFO0-0000, the
result of execution and calculation of MAC address and corresponding mask, namely
OUI, will be 0001-0000-0000.

If the first 24 bits of the ingress MAC address are matched with those of OUI, the
enabled Voice VLAN interface identifies the data flow and the ingress device as the
Voice Data flow and voice device respectively.

Voice VLAN is divided for user Voice Data flow. Voice VLANSs are created to connect
the interfaces linked with voice devices to transmit the Voice Data inside in a centralized
way.

Voice Data and non-Voice Data often exist in the same network. Voice Data needs a
higher priority than other business data during transmission to reduce the possible delay
and packet loss.

1. Click the “VLAN > Voice VLAN > Property” in the navigation bar as follows.
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State | | | Enable
\"LAN [ None
| [] Enable

CoS/802.1p:

Rﬁmarlting; iﬁ =

Aging Time Fauu

| Apply .|

Interface data are as follows.

Configuration | Description

ltems
State Check and enable the Voice VLAN
VLAN Specify the VLAN ID added ranging from 1 to 4,094, e.g. 1-3, 5, 7

and 9, with VLAN 1 by default. Other VLANs must be added in an
untagged way to the port needing links.

CoS / 802.1p | Whether to redefine the Voice VLAN message priority or not
Remarking

Aging Time Table aging time

Port Setting Table

| entry | Port | State | Mode | QoS Policy |

' 1 GE1 Disabled Auto 'Vioice Packe

2 GE2 Disabled Auto  Voice Packet
3 GE3  Disabled Auto “Voice Packet
4 GE4 Disabled Auto  Volce Packet
: § GE5 |Disabled Auto Voice Packet
| 6 GE6 Disabled Auto Voice Packet
' % AET  fieshind  Aidn Ankee Baskob
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Edit Port Setting

Port| GET

State | [ | Enable

(w Auto
: m“; ) Manual
QoS Policy | © :‘IT":E Facke]

HApply .|- Close

Interface data are as follows.
Configuration | Description

Items

Port Enabled Voice VLAN port

State Check and enable the Voice VLAN

Mode Voice VLAN port can be operated in auto mode and manual mode.

QoS Policy Select the message to be affected by QoS

2. Click the “VLAN > Voice VLAN > Voice OUI” in the navigation bar to configure the
address segment of OUI of Voice VLAN as follows:

Voice OUl Table

Shewing [ Al entries Showing 1 fo 8 of B antries Q |

|| oul | Description | |
[] o©oE0EB 3COM

] 000368 Cisco

ODEQTS Vertsl

00DD1E  Pinglal

00-01E3  Siemens

0G0 B9 NEC/Philips

OXOFE2Z  HIC

D009 EBE  Avaya

Ell_l

__.
|

0O

First | | Previows | B | Mext | | Last
Add || Edit || Delste |
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3. Fill in corresponding configuration items.
4. “Apply” and finish as follows.

Voice OU| Table

Showing | All |« | enirias Showing 1 to 9 of 9 entries Q |

0O:EC:BE  3COM
00:03:68 Cisco
0O:ED:TS  Veritel
00:.001E  Pingtel
00:01:E3  Siemens
00:50:B9  MNEC/Philips
00:0FE2 H3C
00:09:6E  Avaya
98:00:36 H7TE650

DEEoEnEna sl

| First | | Previous | @I | Next | | Last |

| Add || Edt || Delete |

For example, configure the Voice VLAN in manual mode so that the ports accessing
IP telephony can ingress/egress the Voice VLAN and transmit voice flow within it. Create
VLANZ2 to operate Voice VLAN securely, which allows only Voice Data to flow through. IP
telephony transmits Untagged voice flow to GE1, the ingress Trunk port. Users must
customize an OUI (0011-2231-05e1) and configure the Voice VLAN networking diagram
in automatic mode.
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Device A

Internet

gel/l

0101001
OuUI0011-2200-0000
Mask-ff-f00-0000

Instructions:
1. Create a VLAN to recognize the VLANs where employees belong. Click the “VLAN >
VLAN > Create VLAN” in the navigation bar to add VLAN 2 to the VLAN list on the right.

“‘Apply” and finish:

Available VLAN Created VLAN

WVLAN 3 = VLAN 1 ~
VLAM 4 WLAN 2

WVLAM 5 » |

VLAN | |[viane
VLAN 7
VLAN B
WLAM S
WVLAN 10 W L

| Aeely |

VLAN Table

Shﬂ“‘i"ﬂ';"-" “’lﬂl'“ﬂ'ﬁﬁ Showeng 1 fo 2 of 2 entries ql

(First| | Previous |4 Next | Last

2. Configure the Ethernet interface GE1 of Switch A in Hybrid mode. Click the “VLAN >
VLAN > Port Setting” in the navigation bar, “Edit” GE1 in Hybrid mode:

Port Setting Table
Q| |

| 1 GE1 Hybrig 1 A Enabled Disabled (xG100
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3. Click the “VLAN > Voice VLAN > Voice OUI” in the navigation bar to configure and
add the range of OUI MAC address, and enter the first 24 bits of MAC address of voice
device: 00:11:22. “Apply” and finish as follows:

Voice OUI Table

Showing [All '+ | entries Showing 1 to 1 of 1 aniries Q |
| | OuUl | Description |
| 01122 aaa
= First | | Previous | B | Mext | | Last
|  Aga || Eait Delete

4. Enable the Voice VLAN of port GE1. Click the “VLAN > Voice VLAN > Property” in the
navigation bar to enable the global configuration, select VLAN2. Select port GE1 in the
configuration list, “Edit” and enable the auto mode. “Apply” and finish as follows:

 state | 7] Enable
VLAN | | VLANOGOZ

Cos/802.1p - Enable

Remarking | ="

Aging Time | 1440

L Acoly |
Port Setting Table

Qr
||| Entry | Port | State | Mode | QoS Policy | 1
1 GE1 Enabled Auto  Voice Packet
2 GE2 Disabled  Auto  “Voice Packet

&Note:

® With the auto mode enabled, ports will forward Voice VLAN messages even though
there is no port in VLANZ2.

7.3 Protocol VLAN

Protocol VLAN distributes different VLAN IDs according to the protocol (family) type
and encapsulation format of the messages received by the interfaces.
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Administrators should prepare the mapping scheme between the protocol domain
of Ethernet frame and VLAN ID which will be added if untagged frames are received.
Strength: Such division method will enhance the management and maintenance by
binding the network services and VLANs. Shortcomings: Initial configuration of the
mapping relation scheme is necessary. Address formats of protocols should be analyzed
and converted, thus leading to a lower speed due to many resources consumed.
Instructions:

1. Click the “VLAN > Protocol VLAN > Protocol Group” in the navigation bar as follows:

Protocol Group Table

Showing A_II_ enfrnas Showing 1 to 1 of 1 entries CI.

O 1 Ethernet_ll  Ox8883

] First | Previous | B9 | Next | | Last
| agd || Ea || Delets |

Add Protocol Group

Ethernet_Il

| Protocol Value | 0x|

Apply | | Closa

Interface data are as follows.

Configuration ltems Description

Group ID Protocol VLAN Group

Frame Type Frame types: Ether2, LLC, RFC 1042
Protocol Value It ranges from 0x600 to OxFFFE

2. Fill in corresponding configuration items.
3. “Apply” and finish.

Protocol Group Table

Showing [All | er ‘ niries .
awing | enitres Showing 110 2 of 2 entries Q |
| Group 1D | Frame Type | Protocol Value | |

] 1 Ethernel Il OxBB388
[ 2 RFC_1042 OxB8E8

- Fist | | Previous | B9 | Mext | | Last
| Agd || Edit || Delete
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4. Click the “VLAN > Protocol VLAN > Group Binding” in the navigation bar to bind the
protocol No., port No. and VLAN ID, to bring the configuration into effect as follows:

Group Binding Table

Showing Al | enlries Showing 1 to 1 af 1 antries Q. |

[ Port | Grow 0 | VAN |
GE1 i 10

First | | Previous | 1 Mext | | Last

| Add || Edt || Delete |

(0 Description:

Configure the matching protocols IPv4 and IPv6, as well as the ARP protocol.

For example, PC1 and 3 can access mutually, with IPv4 communication protocol
binding with VLAN10. PC2 and 4 can access mutually, with IPv6 communication protocol
binding with VLANZ20.

Networking diagram of protocol VLAN division

e pca ]
1Pv4 IPVE
WLAMNID WLANZD
itch
| ge1y2 SWIchB oo ‘
gel/fl

gel/l

gel/2

Switcha 9213
PC1 PC2
IPV4 1PVE

VLANLD VLANZO

Instructions:
1. Create a VLAN to recognize the VLANs where employees belong. Click the “VLAN >

VLAN > Create VLAN", add the VLAN10 and 20 to the VLAN Creating List on the right,
“Apply” and finish:
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Ayalanis VLAN Created VLAM
VLANT - [VCANT
VLAN 3 VLAN 10
VLAN 4 > | |vean 2o
VLAN G

VLAN T £

VLAN G - w

VLAN Table

Snowing | All '-‘-|FIII1H Showing 1% 3ol 3 entries Q [—"

First| | Prewews | () Nel  Last

2. Configure GE2 and GES3 interfaces of Switch A in Hybrid mode. Click the “VLAN >
VLAN > Port Setting”, “Edit” the interfaces in Hybrid mode:

Port Setting Table

L NCTIC T

3. Add the Untagged GE2 and GE3 to VLAN10 and VLAN20 respectively. Click the
“VLAN > VLAN > VLAN Configuration”, drop down the list to choose VLAN10 and the
Untagged GE2 port. Following the same steps, add the untagged GE3 to VLAN20 as
follows:

VLAN Configuration Table

1 GE1  Trunk ® Excluded O Tagged ) Untagged
2 GE2 Hybnd  JExcluded (Tagged ® Untagged
3 GE3 Hybid  ®Excluded Tagged () Untagged

R
O
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VLAN Configuration Table

VLAN | VLANODZ0 -

® Excluded

® Excludad
) Exchuded
@) Excluded

4. Add the Untagged GE2 and GE3 interfaces of Switch B to VLAN whose ports need
links. Steps are like step 2 and 3.

5. Add the Tagged GE1 interface of Switch A to VLAN10 and 20. Click the “VLAN >
VLAN > VLAN Configuration”, drop down the list to select VLAN10 and the Tagged
member of GE1. Configure VLAN20 similarly.

VLAN Configuration Table

VLAN |VLANOO1O =

Q|

1 GE1  Trunk O Excluded  ® Tagged O Untagged O |

VLAN Configuration Table

VLAN | WVLANOO20 -

Q |

1 GE1  Trunk O Excuded  ® Tagged ) Untagged O O

6. Related protocol and VLAN. VLAN IDs are assigned according to the protocol (family)
type and encapsulation format of the messages received by interfaces. Click the
“VLAN > Protocol VLAN > Protocol Group” in the navigation bar to add 2 rules for
protocol groups:

Protocol Group Table

Showing [All | entries Showing 110 2 of 2 entries Q|

L] 1 Ethemet I Ox0800
O

2 Ethemet Il  Ox860D

Loten JlEi Jlopmee,.] = = — @ EEEEWEDEE

7. Port, protocol group, and VLAN binding. Click the “VLAN > Protocol Group > Group
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Binding”, “Add” to bind GE2 and binding group ID1 with VLAN10, and to bind GE3 and
binding group 1D2 with VLANZ20:

Group Binding Table

Showing eniries Showing 110 2 of 2 entries Q

| First | | Praviows @;Hmﬂ | Last

7.4 MAC VLAN

MAC-based VLANs are divided subject to the MAC addresses in the network card.
Administrators will prepare the mapping scheme between MAC address and VLAN ID
which will be added if the switch receives untagged frames.

Strength: There is no need to re-configure VLAN when the physical location of a
terminal user changes, which ensures user security and access flexibility. Shortcoming: It
applies to the scene where network card and simple network environment are
infrequently replaced, with members defined in advance.

Instructions:

1. Click the “VLAN > MAC VLAN > MAC Group” in the navigation bar, and “Add” a new
MAC group as follows:

MAC Group Table
Showing (Al |entries Showing 110 1 of 1 entries Q]
[ 1 00:0A:5A:00:00:00 24
| First | | Previous | Next | | Last
| Add || Edit || Delete | Fint] (B ] —
Add MAC Group
GroupID; 2 | _2{4TARIRAT)

MAC Address ]DU: 22:00:22:00:22

Mask = |48 X | (3-48)

| Aty || Cise |

Interface data are as follows.
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Configuration Description

Items

Group ID MAC VLAN Group ID

MAC Address The MAC address to be bound with VLAN

Mask It indicates the MAC address port. Enter 48 if it is an exact
match. Others should be consistent with the masks of IP
addresses.

For example, a company with high info security requirements allows its PCs only to
access the internal network. As is shown, switch GE1 connects the uplink ports of Switch
A while its downstream ports connect PC1, 2 and 3. As a result, PC1, 2 and 3 can access
the internal network through Switch A and Switch, while other PCs can't.

Configuration logic: following steps are used to divide the VLAN based on MAC address.

1. Create a relevant VLAN.

2. Add Ethernet interfaces to the VLAN in a correct way.

3. Connect the VLAN with the MAC addresses of PC1, 2 and 3.

Data preparation: following data should be prepared for the configuration instance:

® Set GE1 PVID of 100 on the switch.

® Set GE1 to access VLAN10 in the Untagged way on the switch.

® Set GE2 to access VLAN10 in the Tagged way on the switch.

® Set the Switch A interface by default, namely all interfaces will be added to VLAN1 in
an Untagged way.

® Connect the MAC addresses of PC1, 2 and 3 with VLAN10.

Draw a networking diagram for VLAN division based on MAC addresses:
Instructions:
1. Create a VLAN to recognize the VLANs where employees belong. Click the “VLAN >
VLAN > Create VLAN” in the navigation bar, add VLAN10 to the VLAN Creating List on
the right, “Apply” and finish as follows:

VLAN Table
Showing | All + |entries Showing 1 to 3 of 3 enlries Q
| VLAN | Name | Type | VLAN Interface State | ]
1 default Diefault Disabied
10 VLANDO1D  Static Disabled
100 VLANDO10D  Static Disabled

First | | Previous | |1 MNext | Last

it I Delate

m
[=]

2. Configure Switch’s GE1 in Hybrid mode with PVID of 100 to serve as an Untagged
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member of VLAN10. Configure GE2 in Trunk mode to serve as a Tagged member of
VLAN10.

Port Setting Table

] 1 GE1 Hybnd 100 Al Enabled Disabled Ox&100
[] 2 GE2  Trunk 1 Al Enablad Disabled  Ox&8100
Membership Table
Q |
) 1 GE1 Hybrd 11U, 10U, 100P 1U, 10U, 100F
) 2 GEZ2 Trunk UF 10T 1UR, 10T
) 3 GE3 Tmnk 1UP 1UP

3. Configure the Switch A’s interfaces by default, namely all interfaces access VLAN1 in
an Untagged way. Connect the MAC addresses of PC1, 2 and 3 with VLAN10. Click the
“VLAN > MAC VLAN > MAC Group” in the navigation bar, enter the MAC addresses of
PC1 (0022-0022-0022), PC2 (0033-0033-0033) and PC3 (0044-0044-0044), with the
mask of 48-bit exact match as follows:

MAC Group Table

Showing [All | entries Showing 1 to 3 of 3 entries Ql

1 002200220022 48

-
] 2 003300330033 48
L]

3 00440044 00 44 48

i | [ [First | | Previous | [f] [Next| | Last

4. Click the “VLAN > MAC VLAN > Group Binding” in the navigation bar, “Add” to select
the Hybrid port only, MAC group ID to be bound, and specified VLAN ID. “Apply” and
finish:

MAC Group Table

Showing [All | entries Showing 1 to 3 of 3 entries Ql

1 002200220022 48

3 00440044 00 44 48

-
] 2 003300330033 48
L]

[Fist] [ Provious | (] Next [ Last

| Add || Edit || Delete |
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5. Configuration verification
Only PC1, 2 and 3 have access to the internal network.

7.5 Surveillance VLAN

Surveillance VLAN is mainly used for video stream packets. In order to ensure the
priority of such packets in the transmission process, it is higher than ordinary packets

Instructions:
1. Click the “VLAN > Surveillance VLAN > Property” in the navigation bar as follows.

State | | | Enable

VLAN MNone
Cos/802.1p| — EMable
Remarking | f

Aging Time | 1440

| Apply

Configuration | Description

Items
State Check and enable the Surveillance VLAN
VLAN Specify the VLAN ID added ranging from 1 to 4,094, e.g. 1-3, 5, 7

and 9, with VLAN 1 by default. Other VLANs must be added in an
untagged way to the port needing links.

CoS / 802.1p | Whether to redefine the Voice VLAN message priority or not
Remarking

Aging Time Table aging time
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Port Setting Table

| Entry | Port | State | Mode | QoS Policy |
1 GE1 Digsabled Auto Video Packet
2 GE2 Disabled Auto Video Packet
3 QE3 Disabled Auto Video Packet
4 GE4 Disabled  Auto  Video Packet
2 1akh Disabled Auto  Video Packet
6 GEBG Disabled  Auto  Video Packet
7 kRET MNigahlad Ankn \iden Parkat
Edit Port Satting
“Port| GE1-GE2
State ! (| Enable
f Mode! ® Aulo
Manual
QoS Policy | Jh:',:'m B
[ Apply Close |

Interface data are as follows.

Configuration | Description

Items

Port Enabled Voice VLAN port

State Check and enable the Surveillance VLAN

Mode Surveillance VLAN port can be operated in auto mode and manual
mode.

QoS Policy Select the message to be affected by QoS

2. Click the “VLAN > Surveillance VLAN > Surveillance OUI” in the navigation bar to
configure the address segment of OUI of Surveillance VLAN as follows:
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Surveillance QU| Table

Showing | All v | entries Showing 0to Dof Dentries  Q | |

0 results found

| First | | Previous | ﬂ | Next | | Last |

| Add || Edt || Delete |

B YO0 Ul e ———————————— e
" '-“ﬂ-“ I -/ [ |

Dﬂcrlptlm% |

| Apply || Ciose |

3. Fill in corresponding configuration items.
4. “Apply” and finish as follows.

Surveillance OUI Table

Showing | All v | entries Showing 110 10f 1 entries |

(] 980038 H7B50

[ First | | Previous | [ [ Next | | Last |

add || Eat || Deete |

7.6 GVRP

GVRP VLAN registration protocol is an application of general attribute registration
protocol, which provides 802.1Q compatible VLAN pruning function and dynamic VLAN
establishment on 802.1Q trunk port trunk port.

GVRP switches can exchange VLAN configuration information with each other, cut
unnecessary broadcast and unknown unicast traffic, and create and manage VLAN
dynamically on switches connected through 802.1Q trunk.

GID and GIP are used in GVRP, which provide the general state mechanism
description and information dissemination mechanism for GARP based applications
respectively. GVRP only runs on 802.1Q trunk links. GVRP cuts off the trunk link so that
only the active VLAN is transmitted on the trunk connection. Before GVRP adds a VLAN
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to the trunk line, it first receives the join information from the switch. GVRP update
information and timer can be changed. The GVRP ports have a variety of operating
modes to control how they tailor VLANs. GVRP can dynamically add and manage VLAN
for VLAN database

GVRP supports the propagation of VLAN information between devices. In GVRP, the
VLAN information of a switch can be configured manually, and all other switches in the
network can dynamically understand the VLANs. The terminal node can access any
switch and connect to the required VLAN. In order to use GVRP, a GVRP compatible
network interface card (NIC) should be installed. GVRP compatible NIC can be
configured to join the required VLAN, and then access to a GVRP enabled switch. The
communication connection between NIC and switch is established, and VLAN
connectivity is realized between NIC and switch.

7.6.1 Property

Global and port configuration
Instructions:
1. Click the “VLAN > GVRP > Property” in the navigation bar as follows.

State Enable
 Operational Timeowt
Join 0
Leave | &0
LeaveAll | 1000

it

Interface data are as follows.

Configuration Description

ltems

State The GVRP feature is globally enabled by setting

Join A value in the range of 2-16375cs, i.e. in units of one hundredth

of a second. The default value is 20cs.

leave a value in the range of 45-32760cs, i.e. in units of one hundredth
of a second. The default is 60cs.

LeaveAll a value in the range of 65-32765cs, i.e. in units of one
hundredth of a second. The default is 1000cs.
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2. Click the “VLAN > GVRP > Property” in the navigation bar, select the port and “Edit” to
enter the configuration interface as follows.

Port Setting Table

| Entry  Port | State  VLAN Creation = Registration | |

| 1 GE1 Diganled Enabied MNormal

| 2 BGE2 Disabled Enabled MNormal

| 3 GE3 Disabled Enabled MNormal

I 4 GE4 Disabled Enabied MNormal

I § GES Disabled Enabled Narmal

| & GEB Disabled Enabled Marmal

| 7 GE7  Disabled Enabled Normal

| & RFEA Miaahlan Fraklan laTa g =1

Edit Port Setting

R

| “State! (| Enadle

prsmsmamEm R n s s nn e

i VLAN Creation ! (# Enable

----------------------- i & MNorma

Registration Fixed
Forhidden
Apply Clogse

Interface data are as follows.

Configuration Description

ltems

Port Port list

State Enable or disable the GVRP function of the port
VLAN Creation Enable or disable to create VLAN automatically
Registration Three registration modes of GVRP

Normal: Allow dynamic VLAN to register on the port, and send
declaration messages of static VLAN and dynamic VLAN at the
same time

Fixed: Dynamic VLAN is not allowed to register on the port, only
static VLAN declaration messages are sent

Forbidden: Dynamic VLAN is not allowed to register on the port.
At the same time, all VLANs except vlan1 on the port are
deleted, and only vlan1 declaration message is sent
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7.6.2 Membership

View GVRP dynamic member information
Instructions:
1. Click the “VLAN > GVRP > Membership” in the navigation bar as follows.

Membership Table

Showing | All v | entries Showing Oto D of Oentries () l ]

0 results found.

[ First| | Previous | [ | Next| | Last|

7.6.3 Statistics

View port GVRP message statistics
Instructions:
1. Click the “VLAN > GVRP > Statistics” in the navigation bar as follows.

Port| [GE1 v
i Lo Al

e I Receive
Statistics (1 Transmit
& Ermgr

L:FFBF:IS:::::::I:!!:I
i i ) None

& 5sec
RAEas Rig ® 10sec

i) 30sec

Join empty | 0

SAFEEEERESSEIRERNSN !"‘

?

: Empty |
hgg SRS sEEE Ry tj
i _ Leave Empty !
Lozsssssszzsssgsaszz=d
i
I
i
i
I
i
i

ESEXEEERESINI N R

Sz=s=s-s=z===Esz=csc *J

Leave I

o
1]
Joinin! 0O
0
1]
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8 MAC Address Table

Ethernet switches are mainly innovated to forward according to the purposes in the
data link layer. That is, MAC address will transmit the messages to corresponding ports
according to the purposes. MAC address forwarding table is a L2 table illustrating MAC
addresses and forwarding ports, which is the basis of fast forwarding of L2 messages.
MAC address forwarding table contains following data:
® Destination MAC Address
® VLAN ID belonging to port
® Forwarding ingress No. of this device
There are two message forwarding types according to MAC address table info:
® Unicast mode: the switch directly transmits the messages from the table’s egress

when MAC address forwarding table contains corresponding entries with the

destination MAC address.

® Broadcast mode: When the switch receives the messages with the destination
address full of F-bits, or there is no entry corresponding to the MAC destination
address in the forwarding table, the switch will forward the messages to all ports
excluding the receiving port in this way.

8.1 Dynamic Address

Aging time and table info of MAC addresses can be configured and checked on this
page.

MAC address table needs constant updates to cater to network changes. It
automatically generates entries that are limited by their lifetime (i.e. aging time). Those
entries not refreshed after expiration will be deleted. The aging time of an entry will be
recalculated if its record is refreshed before expiration.

Proper aging time helps to achieve the aging target of MAC address. Shortage of
aging time may lead many switches broadcast to discover the packets of destination
MAC addresses, thus influencing the switch performance.

Aging too long can cause the switch to save outdated MAC address entries, thus
exhausting the forwarding resources and failing to update the forwarding table based
on network changes.

The switch may remove valid MAC address table entries due to too short aging time,
thus reducing forwarding efficiency. In general, the aging time recommended is 300
seconds by default.

Instructions for aging time setting:
1. Click the “MAC Address Table > Dynamic Address” in the navigation bar to the
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configuration and view interface:

| Aging Time | 300

L sasmad

_ Apply

Dynamic Address Table

Showing| 10 v |entries Showing 1 to 10 of 65 eniries Q

| VLAN | MACAddress | Port | ]
1 DOB:0EOF:DDED GE3
1 OkCFEDSZ2BD:4F GE3
DCFEDS2 B8R GE3
1 OOED4C:00:53:35 GE3
OED:4C2E-2CB3 GE3J
COEDACZE2CDD GET
1 OEED4CZE20:4C GE3
DrED-4C:93:C3:00 GE3
1 OEO4D36:90:E4 GE3J
O E066.T0AG.CB GE3
First ..:"E‘u'lﬂuS” 1 | 2 3- 4. ' 5 ."«"ext Last

| Retresn || Add Static Address |

Interface data are as follows

Configuration Items | Description

MAC Aging Time Enter the aging time of MAC address

2. Fill in corresponding configuration items.
3. “Apply” and finish.

MAC Table stores the MAC address, VLAN No., Ingress/Egress info, etc. that are
learned by switches. When forwarding data, it will fast locate the device egress in
accordance with the destination MAC address and VLAN No. query table of Ethernet

frames.
To check the MAC address table, see Section 3.3 of Chapter 3

8.2 Static Address

Static table is manually configured by users and distributed to each interface board,
which won'’t age.
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Instructions:
1. Click the “MAC Address Table > Static Address” as follows:

Static Address Table

Showing .ﬂll | entries Showing 1 1o 1 of 1 enines Q |

| VLAN  MAC Address | Port |
1 000011112222 GE3

First | Previous 1 | Mext | Lasi
| Add || Edit  Delste |

Add Static Address

MAC Address 1000011112222

VLAN | [10] ”

Port! [GE1

| Apply || Close |

Interface data are as follows.

Configurati | Description

on Iltems

MAC Required. Enter the new MAC address e.g.: HH:HH:HH:HH:HH:HH

VLAN Required. Specify the VLAN 1D

Port Required. Select the interface type and enter the interface name
Description: it must be the member port of the configured VLANS.

2. Fill in corresponding configuration items.
3. “Apply” and finish.

8.3 Filtering Address

The switch discards the matched data frame by configuration
Instructions:
1. Click the “MAC Address Table > Filtering Address” as follows:
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Filtering Address Table

' (0 results found. I

[ [ First | | Previous | (4 | Next | Last

Showing | All v | entries Showing 0 to O of 0 entries Q

Add Filtering Address

Interface data are as follows.

Configuration ltems Description
MAC Address MAC address to be filtered
VLAN VLAN of MAC address

8.4 Port Security Address

If the MAC address is set to secure Mac, the port only allows the data frames of the
secure Mac to pass through forever, and the others will be discarded

Instructions:
1. Click the “MAC Address Table > Port Security Address” as follows:

Port Security Address Table

Showing| Al v | entries Showing O to 0 of O entries Q|

' 0 regults found, ;

First| | Previous | [ | Next| | Last|

[ Aga || Eat |[ Deee |
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Add Port Security Address

Apply Closa

Interface data are as follows.

Configuration ltems Description

MAC Address MAC address for security

VLAN VLAN of MAC address

Port Port ID that enables port security
9 Spanning Tree

Redundant links are often used for link backup and network reliability in the
Ethernet switching network. However, such links will generate loops on the switching
network, leading to broadcast storm, unstable MAC address list and other faults, thus
worsening users’ communication quality, or even interrupting the communication. As a

result, STP (Spanning Tree Protocol) appears.

Same with the development of other protocols, from the original STP defined in
IEEE 802.1D, to RSTP (Rapid Spanning Tree Protocol) defined in IEEE 802.1W and to
MSTP (Multiple Spanning Tree Protocol) defined in IEEE 802.1S, STP keeps upgrading.

MSTP is compatible with RSTP and STP while RSTP is compatible with STP. The

contrast among these 3 protocols is shown in the table.

The contrast among 3 protocols

STP Characteristic

Application

STP A tree rid of loops as the solution to
broadcast storms and redundant backups.
It converges slowly.

RSTP A tree rid of loops as the solution to
broadcast storms and redundant backups.
It converges rapidly.

All VLANs can be shared
without discrimination in user
or business flow.

MSTP A tree rid of loops as the solution to
broadcast storms and redundant backups.
It converges rapidly.

Distinguish the user and
business flow for load sharing.
Different VLANs forward the

76




Spanning trees balance the load among
VLANs. Flow of different VLANs will be
forwarded subject to paths.

flow through separate
spanning trees.

After STP is deployed, the following objectives can be achieved by calculating the loops

with topology:

® Loop elimination: eliminate possible communication loops by blocking redundant

links.

® Link backups: activate redundant links to restore network connectivity if the active
path fails.

9.1 Property

Configure STP global parameters. In specific network environment, STP parameters
of some devices must be adjusted to achieve the best performance.

Instructions:

1. Click the “Spanning Tree > Property” in the navigation bar as follows:

| State | Enable
| ; STP

i Operation Mode ;| = RETFP

; ! MSTP

: @ Long

i Path Cost @ .

! ' Short

| BPDU Handling | | o/ng
: g i = Flooding

...................................

-----------------------------------

prsasrssssssssansR R EEEERERAEER TSGR

___________________________________
-----------------------------------

il
o4
-
-
=3
)
L=
=
=
=
on

...................................

| Region Name | |10 24:A3-00:34:24

i Revision: 0

5 Max Hop : |20
Interface data are as follows.

Configuration Description
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ltems

State

It is checked by default to enable the spanning tree on behalf of
switches.

Operation Mode

3 modes are available, namely STP, RSTP and MSTP.

Path Cost

In Long mode and Short mode

BPDU Handling

The method to handle the BPDU messages received by the
device

Priority Port priority
Hello Time Intervals between Hello messages
Max Age Max aging time

Forward Delay

Forward delay time

Tx Hold Count

Specify the Tx-hold-count used to limit the maximum numbers
of packets transmission per second

Region Name

MST domain name. Switch master board sets the MAC address
by default.

Together with the VLAN mapping table of MST domain and the
revision level of MSTP, switch domain name will jointly determine
the domain to which it belongs.

Revision

The MSTP revision number

Max Hop

Specify the number of hops in an MSTP region before the BPDU
is discarded

2. Fill in corresponding configuration items.

3. “Apply” and finish.

9.2 Port Setting

In specific network environment, STP parameters of some devices need to be adjusted
for the best performance.
1. Click the “Spanning Tree > Port Setting” in the navigation bar, select the port and
“Edit” to configure its attributes:

Pat Bafling Table

i

..... 0-3309 0 DEDE
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Edit Port Setting

.......................

Designated Port ID

Designated Cost | 20000

\ Dperatioral Point-to-Paoint © False

Port | GE

. Stme J| Enable

Priority | | 128
Edige P Enable
 BPDUFitter | | Enable
b  BPDUGuard | | Enable
, , RS
Point-to-Point | Enable
: Disable

Port State | Disabled
Designated Bridge | 0-00-00:00:00:00-00

.......

128-1

1
i
4

. ﬂﬂﬂrmiﬁliﬂ.éh&-i False

[ apply || Closa

i

Interface data are as follows.

Configuration
Items

Description

Port

The port No. to configure attributes

State

Enable STP or not

Path Cost

Enter the path cost value of the interface Use IEEE 802.1t Standard
with the value ranging from 0 to 200,000,000

Priority

Select the port priority with smaller value representing higher
priority.

Interface priority affects the role of the interface on the specified
MSTI. On different MSTI, users can configure the priorities for a
same interface. As a result, flow of different VLANs can be
forwarded along physical links to achieve VLAN load sharing.
Description: MSTP will recalculate the interface role and migrate its
state when its priority changes.

Edge Port

Rather than another switch or network segment, the edge port
should be connected directly to user terminals. It can quickly transit
to the forward state since topology changes create no loops. An
edge port under configuration can be quickly transitioned to
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forward state by STP. To achieve this, it is recommended that
Ethernet ports connected directly to user terminals should be
configured as edge ports.

BPDU Filter Enable BPDU Filter or not

BPDU Guard Enable BPDU Guard or not. Unchecked by default. If BPDU Guard is
enabled, the device will shut down the interfaces receiving BPDU
and notify the NMS. Such interfaces can only be restored manually
by network administrators.

Point-to-Point Select enabled, shutdown, and auto modes.

Auto mode: it indicates the connect state between the default auto
inspection and point-to-point links.

Enabled mode: it indicates the specific port is connected to the
point-to-point links.

Shutdown mode: it indicates the specific port fails to connect the
point-to-point links.

2. Fill in corresponding configuration items.
3. “Apply” and finish.

9.3 MST Instance

A switching network is divided into multiple domains by MSTP, with independent
spanning trees formed within each domain. Each Spanning Tree is called a MSTI
(Multiple Spanning Tree Instance), and each domain is called a MST Region: Multiple
Spanning Tree Region).

(L Description:

An instance is a group of VLANs that reduces communication cost and resource
utilization rate. Each instance, independently calculated with topology, can balance the
load. VLANs with the same topology can be mapped to a same instance, and they are
forwarded according to the port state in corresponding MSTP instances.

In simple terms, mapped to the specified MST instance, one or more VLANs are
distributed to a spanning tree at a time.

Instructions:

1. Click the “Spanning Tree > MST Instance” in the navigation bar, “Edit’ the selected
spanning tree instances to be configured as follows:
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MST Instance Table

Q
| MSTI | Prionity | Brogeldentifier | Designated Root Bridge | Root Port | Root Path Cost | Remaining Hop | VLAN | |

o 32768 3ITES-1C2AASDO3L2d D-000D0:DO-00-00:00 MIA o 0 1-40804
1 32708 3ITEE-1C2AAS0D34:24  0-00000:0000000°00 A a 1]
2 32168 3Te8-1C2AA300 3424 0-00000:D0:00000:00 A i} d

22768 S2TES-1C2AAS00 A2 O-00000:00:00000:00 MNiA a d

2768 3ITES-1C:2AANO00:34 3 0-00000:00-00-00:00 Ni& a i
L TRR . RITERICCIAATAMNAE M NN0-M DN MrA fi (.

Edit MST Instance Setting

32768

i A2TE8-1C2A A3 00:34: 24
! 0-00:00-00-00:00:00

Root Path Cost .

={

Remaining Hop : 0

Apply Clase

Interface data are as follows.

Configuration | Description

Items

MSTI Instance No. of spanning trees ranges from 0 to 15

VLAN VLAN No. mapped from instances

Priority Set the priority of a multiple of 4,096 for the specified instance,
ranging from 0 to 65,535 with 32,768 as default.

2. Fill in corresponding configuration items.
3. “Apply” and finish as follows.

9.4 MST Port Setting

Instructions:

1. Click the “Spanning Tree > MST Port Setting” in the navigation bar, check the port to
be modified from the list of all ports of the device, “Edit” to enter the detailed
configuration interface as follows:
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M3T Port Setting Tabbe

WET] 0w

Q

|m'm,mm|m|mm|muﬁ|m Type

GE1 0000
2 GE2 2100
3 OBl N
4 GEL 20000
B BE Falrre)

GEE 0000
g e By

20000

a
(" =]
m

138 Disabied Disatéaa ASTP  Bowndary D-O00DGDS000000 1181 .0
123 Deabed DHeybied RSTP Bowndary [HOOOXDO-DOOODDD  ta@-2 F.n
138 Disabsed Disapisd RETP  Bownsary = 13- 20
728 Dsabled  Disabied RITP  Egundary 1184 [ n
Y38 Deabed  Destisd RSP Boundaty -5 F.r
938  Disabled Disatisa RSTFP  Boundar 1335 [« .1
128 Deabed Deabled RSTF  Eoundary 8- .0
T3 Dsacsd Forwasmrng A -k .'\'
12 Dmabed  Disatied Ny 1280 o

Path Cost |

Priarity |

PnrtF!MB
Pnnsme
:‘““““I- HI:IIIE
Im'i
""" Designated Bridge :
:npg.gmenpmm
. ﬂaslgnﬂadtum

Flumlmnu Hun

Digablad

Disabled

RETF

Boundary
0-00:00:00:00:00:00
1281

20000

20

Cloze

oy ][

Interface data are as follows.

Configuration Description

Items

MSTI Select the instance for configuration through the drop-down box in
the upper left.

Port Select the port to be configured by users

Path Cost Enter the path cost value of the interface Use IEEE 802.1t Standard
with the value ranging from 0 to 200,000,000

Priority Select the port priority with smaller value representing higher

priority.

Interface priority affects the role of the interface on the specified
MSTI. On different MSTI, users can configure the priorities for a same
interface. As a result, flow of different VLANs can be forwarded along
physical links to achieve VLAN load sharing.

Description: MSTP will recalculate the interface role and migrate its
state when its priority changes.
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Port Role 3 types of root ports, namely specified port, backup port and
disabled port.

Port State Including 3 states, namely Discarding, Forwarding and Disabled

Mode Current STP mode

Type The port types in the instance contain boundary and internal ports

2. Fill in corresponding configuration items.
3. “Apply” and finish.

Example of MSTP function configuration:

Switch A, B, C and D all run MSTP which introduces instances to share the load of
VLAN10 and 20. MSTP can set up the VLAN mapping table to associate VLANs with
spanning tree instances, and to map VLAN10 from instance 1 and VLANZ20 from instance
2.

Switeh A Switch B
GG
gel,l'i gll,"z
gel/2 gel/2
@ﬂim gelﬂ@
Swilch G Swilch D
PC1 PC2
MSTIA: MSTI2:
vian10 Jlan20
1
) Root Swilch:SwitchA O Root Switch:SwitchB
X Blocked port X Blocked port

Instructions:

1. Switch A, B, C and D create VLAN10 and 20 to configure the L2 forwarding function of
the devices on the Ring. Click the “VLAN > VLAN > Create VLAN” in the navigation bar,
fill in the corresponding configurations. “Apply” and finish as follows.
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Awailable VLAN Created VLAN
WVLAN 2 A WVLAM 1 ~
VLAN 3 = VLAM 10
WLAN 4 o [VLAN 20
VLAN | wian s
VAN 6
VAN T
VLAN B
WLAM 8 w W
| Appy |
VLAN Table
Showing [All - | entries Showing 1 to 3 of 3 entries Qj

Fust | Previous () | Nexd  Last|

2. VLANs are added to the switch ports ingress loops. Click the “VLAN > VLAN >
Membership” in the navigation bar, select the ring port to be configured, move VLAN10

” o«

and 20 to the right box and mark them with “Tagged”. “Apply” and finish:

EditPortSetng B |

-~ 0P -]
Iuhmhmﬂﬂp w >

' () Forbidden

i () Excluded

i @ Tagged

i O Untagged

i O PviD

| _Apply || Close |

3. Click the “Spanning Tree > Property” in the navigation bar, and choose MSTP mode as
follows:
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..................................

State | ¥ Enable

___________________________________

| 3TP
Operation Mode | RSTP
| ™ MSTP
kae trRdERERERERE R AN TRy
: s Long
Path Cost Short
------------------------------ --1, Fittering
BPDU Handling | @ Flooding
Priority | 32768

Hello Time | 2

Mazx Age 20

Forward Delay 15

...................................
___________________________________

Tx Hold Count | &

Region Name 1C:2A°A3.00:34:24
sEEsEEREEEREEERRERREY
Revision ; 0

Max Hop ! 20

4. Configure the VLAN mapping between instance MSTI1 and MSTI2. Click the
“Spanning Tree > MST Instance” to fill in corresponding parameters, and “Add” them as
follows:

MET Instance Table

Q
|| MSTI | Prioeity | Bridge Wentfer | Designated Aot Briige | Root Pet | Rool Path Cost | Remaining Hop | VLAN | |
| g ETEE  AITESACIAAIDRZL 24 0000000 0000 00 S0 H 0 181119 214004
1 ETER IMESC2AAZO0IL 34 O-00:00-00000: 00 00 10 o 0 W
‘ 7 ETEE  IATESAIC2AAID03424  0-D0:00:0000-0000 [ o o W
| a WIS ITEEICDAASTO A 2d  D-D0-00:0000-0000 L] o o

® Set the priority of MSTI1 to 0 and MSTI2 to 4,096 before configuring Switch A.
® Set the priority of MSTI1 to 4,096 and MSTI2 to 0 before configuring Switch B.
® The priority must be a multiple of 4,096.

5. Switch B serves as the root bridge of MSTI2 and the backup root bridge of MSTI1 in

the domain. Please refer to 5 for instructions.
6. The tree-shaped network will eliminate loops.
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9.5 Statistics

Instructions:
1. Click the “Spanning Tree > Statistics” in the navigation bar, entry port statistics as
follows:

Statistics Table

Refresh Rate 0 v | sec

Q
‘ Receive BPDU Transmit BPDU
Entry | Port
] Config | TCN = MSTP | Config | TCN = MSTP
1 BEl 1] ] 1] 0 0 0
2 GE2 B @ 0 b D 0
3 GE3 0 0 o 0 a 0
4 GE4 1 0 0 0 0 0
§ GES 0 D 0 Q Q 0
6 GEB o 0 1) 0 0

10 ERPS

ERPS (Ethernet Ring Protection Switching) is an Ethernet ring link layer technology
with high reliability and stability. It can prevent broadcast storms caused by data loops
when the Ethernet ring is complete, and can quickly restore communication paths
between various nodes in the ring network in case of link failures in the Ethernet ring,
with high convergence speed.

It is based on the ERPS ring and consists of several nodes. By blocking the RPL
Owner port and controlling other ordinary ports, the port's state switches between
Forwarding and Blocking, achieving the goal of eliminating the loop. Simultaneously
utilizing mechanisms such as control VLAN, data VLAN, and MST protection instance to
better implement the functionality of ERPS.

10.1 Propety

Configure and view the opening and closing of the global ERPS function
Instructions:
1. Click on the "ERPS>Propety" menu in the navigation bar to enter the function
configuration interface
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ERPS /' Propety

. (@ Disable
Erps 5.l=~1t-|.|gE ™ Enable

....................

10.2 ERPS Instance

In an ERPS network, a ring can support multiple instances, each of which is a logical
ring. Each instance has its own protocol channel, data channel, and owner node; Each
instance serves as an independent protocol entity, maintaining its own state and data.

Instructions:

1. Click the “ERPS>ERPS Instance”Enter the ERPS instance creation interface and click
on the application to create an instance, as shown in the following figure:

ERPS /  ERPS Instance

Erps Instance [0
[ Aepy |

ERFE inslancs Ssiting

ar——1

|| imaimca  Fieg Stwms | Wi | Coséred Vien | WA Time | Gawd Tens | Work Bode  Ring i) | Ring Tase | Povicisd imimics | Poml | Fot Ras P [Pl Porkifcie | Pac Sivmn | Wade Sk | |
i

17 el

2. Select the instance and click the modify button to enter the instance configuration
interface, as shown in the following figure:
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ERPS /' ERPS Instance

Ring Instane Config

_______________________ e B
Ring Status ! E::;::
Mel IIII ]-"l.-fallé ranga is 0-T)
§ ”P;n.:r-te-cl:él;i In:tﬂnr.e |U ]-_'I:'HIIG range is 0-15)
------------- c nntmlwart‘ o |rvalid range = 1-4084)
--------------- WTHT|me IS ]-'l."alH} range is 1-12 Min Defautt is 5 Min)
Guamnma ls00 |¢ valid range s 100-2000 ms. Defautt Is 500 ms)
[T RO B ': @ Revertive
WorkMode! 5 (oo evatve
Rmnl[: h |¢Valit range s 1-238)
R:n‘gl Tg.rp-el: II:I ]-Il—rnasderrtng. 1-zub ring)

! (@ MNormat
{ ) owner
{ () naihbour
i () next-neighbour

1 (@ MNormat

| ) nembour
1) next-nesghbour

owner

Configuration ltems Description
Ring Status Disable or Enable
Mel Message level selection 0-7

Protected Instance

The VLAN that transmits ERPS protocol packets and data
packets must be mapped to the protection instance, so that
the ERPS protocol can forward or block these packets
according to its blocking principle. Otherwise, VLAN packets
may generate a broadcast storm in the looped network,
resulting in network unavailability

Control VLAN

Control VLAN for transmitting ERPS protocol packets

WTR Time

In revertive mode, the RPL Owner port is released due to
other link failures. When the fault recovers, wait for the WTR
timer to time out and then block the RPL Owner port again
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Guard Time Start the Guard timer when the port detects link recovery, to
prevent unnecessary network oscillation caused by
residual R-APS messages caused by forwarding delay
on the ring network

Work Mode After the ERPS link retums to normal, it can be determined
whether to re block the RPL owner port by setting
the Revertive/Non Revertive mode of ERPS.

Ring ID ERPS ring number

Ring Type 0 is the main ring, 1 is the sub ring

PortO ERPS ring member port, used for the transmission of protocol
and data packets on the ERPS ring

Port1 ERPS ring member port, used for the transmission of protocol
and data packets on the ERPS ring

Port Role Normal . Owner . neighbour . next-neighbour

&Note:

® The ERPS function meets a switching/recovery delay of less than 20ms

11 Discovery

LLDP (Link Layer Discovery Protocal) is defined in IEEE 802.1ab. It is a standard
L2 discovery method which integrates the info such as management addresses, device
and interface identifications of local network devices and transmits to the neighbor
devices. After receiving the info, they wil save it in form of standard MIB
(Management Information Base) for NMS query and link communication judgment.

It can also integrate the info and transmit to its own remote devices. The
info received by the local network device will be kept in the form of MIB. The following

shows how it works.

Block diagram of LLDP principles
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LLDP is realized based on:

® LLDP module updates its local system MIB, as well as the customized extension MIB,
through the interaction between LLDP agent and MIBs of physical topology, entity,
interface and other types.

® Encapsulate the info of local network device into LLDP frames and transmit to the
remote device.

® Receive the LLDP frame sent by the remote device to update LLDP remote system
MIB and customized extension MIB.

® Master the info of remote device such as connection interface and MAC address
through the transmitting & receiving function of LLDP agent.

® The local system MIB stores local device info, including device and interface IDs,
system name and description, interface description, network management address,
etc.

® The remote system MIB stores local device info, including device and interface IDs,
system name and description, interface description, network management address,
etc.
Based on LLDP, LLDP-MED allows other units to expand. The info checked by network

devices facilitates fault analysis and deepens the accurate understanding of network

topology by management system.

11.1 LLDP

Instructions:
1. Click the “Discovery > LLDP > Property” in the navigation bar as follows.
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State | & Enable

| TLV Advertise Interval | |30
' Hold Multiplier | 4
Reinitializing Delay | 2

Transmit Delay 2

T R L R A AR AR AR e e e

Fast Start Repeat Count 3

Apply |

Interface data are as follows.

Configuration Description

Items

State Enable or disable the LLDP

LLDP Handling LLDP messages will be processed by means of “Filtering”,

“Bridging” and “Flooding” when disabling the LLDP.

TLV Advertise | 30s by default ranging from 5 to 32,768s.

Interval

Hold Multiplier Transmission period product with 4 by default ranges from 2 to
10. Transmission period * product should be no more than
65,535.

Reinitializing Delay | 2s by default ranging from:1 to 10s.

Transmit Delay 2s by default ranging from:1 to 8,191s.

Fast Start Repeat | 3s by default of the LLDP-MED port ranging from 1 to 10s.

Count

Ethernet message encapsulated with LLDPDU (LLDP Data Unit) are recognized as LLDP
message. Each TLV is a unit of LLDPDU carried with specified info.

2. Fill in corresponding configuration items

3. “Apply” and finish.

11.2 Port Setting

Instructions
1. Click the “Discovery > LLDP > Port Setting” in the navigation bar as follows.
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Port Setting Table

| Entry | Port Mode | Selected TLV

I
M

S T

GE1
GEZ2
GE3
GE4

MNomal 8021 PVID
Mormal 8021 PVID
Mormal 8021 PVID
Nomal 8021 PVID

Interface data are as follows.

Configuration Description
ltems
Port Port list
Mode LLDP mode include: Transmit, Receive, Normal, Disable, the
default is Normal
Transmit: transmit LLDP messages only;
Receive: receive LLDP messages only;
Normal: transmit and receive LLDP messages;
Disable: neither transmit nor receive LLDP messages.
Selected TLV Info of selected TLV and VLAN

LLDP can work in 4 patterns: Transmit: transmit LLDP messages only; Receive:
receive LLDP messages only; Normal: transmit and receive LLDP messages; Disable:
neither transmit nor receive LLDP messages.

2. Check corresponding port and “Edit” the port configuration. “Apply” and finish as

follows.
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Edit Port Setting

Port| GE1
' Transmit
| Muda | Receive
i (@ MNomal
| Disabla
| Available TLV Selected TLV
| [Port Description BOZ 1 PVID
Optional TLV | | System Nams
i | System Descripbion
System Capabilitios
802 3 MAC-PHY
| Available VLAN Selocted VLAN
| [VLAN 1
802.1 VLAN Name |
Apply || Llose |

Interface data are as follows.

Configuration Description
Items
Port Port list
Mode LLDP mode include: Transmit, Receive, Normal, Disable, the
default is Normal
Transmit; transmit LLDP messages only;
Receive: receive LLDP messages only;
Normal: transmit and receive LLDP messages;
Disable: neither transmit nor receive LLDP messages.
Optional TLV Select the info of TLV and VLAN
802.1 VLAN Name | Select the VLAN name

11.3 MED Network Policy

MED is based on IEEE 802.1ab. LLDP is the neighbor discovery protocol of IEEE,
which can be extended by other organizations. Information identified from network
devices, such as switches and wireless access points, can help with fault analysis and
allow management systems to accurately understand the network topology.

Instructions

1. Click the “Discovery > LLDP > MED Network Policy” in the navigation bar as follows.




MED Network Policy Table

Showing | Al v | eninies Showing O to 0 of O entries Q

| Policy ID | Appiication | VLAN | VLAN Tag | Priority = DSCP | 1

cx - First | | Previous | BN | MNext | | Last
[ Asa || Eat || Delete ]

Add MED Network Policy

--------------------

Application | | Voice N

& Tagged
Uintagged

....................

Interface data are as follows.

Configuration Description

ltems

Policy ID Policy ID number

Application Configure and publish network policy TLV
VLAN VLAN number

VLAN Tag VLAN Mode, optional Tagged or Untagged
Priority CoS for services

DSCP DSCP for services

11.4 MED Port Setting

Instructions
1. Click the “Discovery > LLDP > MED Port Setting” in the navigation bar as follows.
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MED Port Setting Table

Q|

| 1 GE1 Enabled Yes Mo Mo
kg 2 GEZ2 Enabled Yes Mo Mo
= 3 GBE3 Enabled Yes Mo No
B 4 GE4  Enabled Yeg No Mo
[34] 5 GE5 Enabled  Yes Mo Mo
[ £ GES  Enabled Yes Mo Mo
== T [ =g Crahbmd e Bl Rl
Edit MED Port Setting

3
il.! IEEEETITASSEEE :.l.:::‘l
i

State | & Enable

OO T T PP T LT |
il 0

| Avallable TLV Selected TLV
i ! Location <] |5 | [Network Poicy 2
Optional TLV :  inventory
i : v .
| | Avallable Policy Selected Pobey
Network policy |2 .
- & 1

brrrrrrrrTsaTers s rrend

i Coordinate (16 pairs of haxadecmmal characters)

I'l I.I.I.I.IIIIIIJIIIIII.I.I.I.I.‘I i

{ 1 !

1 Civic ; (6 - 160 pairs of hexadecimal characters)
'l LFiyEEEEcEmamazEEEEE I.Ilq. -

! ECS ELIN ¢ (10 - 25 pairs of hexadecimal characters)
i : I

....................... 4

[_Aesy || Clse

Interface data are as follows.

Configuration Description

ltems

Entry Serial No. of MED port setting
Port Port list

State Port enable status
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Network Policy Configure and publish network policy TLV

Location Configure and publish location TLV

Inventory Configure and publish inventory TLV

11.5 Packet View

Instructions
1. Click the “Discovery > LLDP > Packet View” in the navigation bar as follows.

Packet View Table

1 GE1 a8 1450 Mot Overoading
2 (GE2 33 1450 Mot Overtoading
3. GE3 33 1450 Not Overipading
4. GE4 38 1450 Mot Overloading
5 GE5 a8 1450 Mot Overloading
6 GEB 33 1450 Not Overloading
T GEr 33 1450 Mot Overioading

11.6 Local Information

Instructions for device summary:
1. Click the “Discovery > LLDP > Local Information” in the navigation bar as follows.

Device Summary

~ ChassisID Subtype | MAC address

TC2A A DD 3424
Switch

! ZX-AFGM-SWTG34245
i Bridge. Router

Bridge, Router

: Local

Instructions for port status table:
2. Click the “Discovery > LLDP > Local Information” in the navigation bar as follows.
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Port Status Table

Q| |

I B e |
& 1 GE1  Normal Enabled
D 2 GE2 Normal Enabled
o 3 GE3  Normal Enabled
& 4 GE4 Normal Enabled
@ 5 GE5 Normal Enabled
= R ER Klarmnal Enahlad

11.7 Neighbor

Instructions for LLDP neighbor displaying
1. Click the “Discovery > LLDP > Neighbor” in the navigation bar as follows.
Meighbor Table

Showing (Al | entries Showing 1t 1 of 1 antnes ar————

00 ECA1D0:00:02  Local

| Cear || Reesh ||  Datsi |

11.8 Statistics

Instructions:
1. Click the “Discovery > LLDP > Statistics” in the navigation bar as follows.
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Global Statistics

| insertions | 11
pusssassmsnnannns i{
Delations : 7T
Drops : 0
| AgeOuts! 0
|  Clear ” Refresh

Statistics Table

Q

Transmit Frame | Receive Frame. Receive TLV Neighbor

Bty | POR ™ | Yol | Discara | Error | Discerd | Unrucognized | Timeout
1 GE1 (i i} 0 i] 0 0 0

2 GE2 0 0 0 0 0 1] 0

3 GE3 278 29 0 0 0 0 0

4 GEs 0 0 0 1] 0 0 g

5 GES 0 0 1] 1} 1] 1] 0

& GEG 0 0 0 0 0 0 1]

12 DHCP

DHCP Server brief introduction

With the expansion of network scale and the improvement of network complexity,
network configuration is becoming more and more complex. Computer location
changes (such as portable computer or wireless network) and the number of computers
exceeds the IP address that can be allocated.

Dynamic Host Configuration Protocol (DHCP) is developed to meet these
requirements. The DHCP protocol works in the client / server mode. The DHCP client
requests the configuration information from the DHCP server dynamically, and the
DHCP server returns the corresponding configuration information according to the
policy.

In a typical application of DHCP, it generally includes a DHCP server and multiple
clients (such as PC and laptop), as shown in Figure 1-1.
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DHCP Client DHCP Client

L -]
& g DHCP Server

OE: éﬂ

DHCP Chient DHCP Client

Figure 1-1. In a typical application of DHCP

IP address assignment of DHCP
IP address allocation strategy

According to the different needs of clients, DHCP provides three IP address
allocation strategies

® Manual address assignment: the administrator binds the fixed IP address for a
few specific clients (such as WWW server). Send the configured fixed IP address
to the client through DHCP.

® Automatic address assignment: DHCP assigns IP addresses with unlimited lease
term to clients.

® Dynamic address assignment. DHCP assigns IP address with valid period to

client, and client needs to re-apply for address after expiration of service life.
Most clients get this dynamic address assignment.

Dynamic IP address acquisition process

The message interaction process between DHCP client and DHCP server is shown in
Figure 2-1.
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Figure 2-1. Interaction process

In order to obtain the legal dynamic IP address, the DHCP client interacts different
information with the server at different stages. Generally, there are three modes as

follows:

(1) DHCP client logs in to the network for the first time

When the DHCP client logs in to the network for the first time, it mainly establishes
contact with the DHCP server through four stages

The discovery phase: the stage in which the DHCP client looks for the DHCP
server. The client sends the DHCP discover message in broadcast mode, and
only the DHCP server will respond.

The stage of providing IP address: that is, the stage when the DHCP server
provides |IP address. After receiving the DHCP discover message from the client,
the DHCP server selects an unassigned IP address from the IP address pool and
assigns it to the client, and sends the DHCP offer message containing the
leased |IP address and other settings to the client.

The selection stage: the stage in which the DHCP client selects the IP address. If
more than one DHCP server sends a DHCP offer message to the client, the
client only accepts the first received DHCP offer message, and then responds to
the DHCP request message by broadcasting to each DHCP server. The
information contains the content of requesting IP address from the selected

DHCP server.

The confirmation stage: the stage in which the DHCP server confirms the IP
address provided. When the DHCP server receives the DHCP request message
answered by the DHCP client, it will send the dhcp-ack confirmation message
containing the |IP address and other settings provided by the client; otherwise,
it will return the dhcp-nak message, indicating that the address cannot be
assigned to the client. After receiving the dhcp-ack confirmation message
returned by the server, the client will send ARP (the destination address is the
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address to which it is assigned) in broadcast mode for address detection. If no
response is received within the specified time, the client will use this address.

(2) The DHCP client logs on to the network again
When the DHCP client logs in to the network again, it mainly establishes contact
with the DHCP server through the following steps.

® After the DHCP client logs in to the network correctly for the first time and then
logs in to the network again, it only needs to broadcast the DHCP request
message containing the IP address assigned last time, and it is not necessary to
send the DHCP discover message again.

® After receiving the DHCP request message, if the address requested by the
client is not assigned, the dhcp-ack confirmation message will be returned to
notify the DHCP client to continue using the original IP address.

® |If the IP address cannot be assigned to the DHCP client (for example, it has
been assigned to other clients), the DHCP server will return a dhcp-nak
message. After receiving the message, the client sends the DHCP discover
message again to request a new IP address.

(3) DHCP client extends lease validity of IP address

The dynamic IP address assigned by the DHCP server to the client usually has a
certain lease term. After the expiration, the server will take back the IP address. If the
DHCP client wants to continue using the address, the |P lease needs to be updated.

In practice, the DHCP client sends a DHCP request message to the DHCP server by
default when the IP address lease term reaches half to complete the IP lease update. If
the IP address is valid, the DHCP server will respond to the dhcp-ack message to inform
the DHCP client that a new lease has been obtained.

12.1 Property

DHCP global and static binding configuration
Instructions:
1. Click the “DHCP > Property” in the navigation bar as follows.

101



-----------------------------

| static Binding First| [ | Enable
Apply
DHCP Port Setting Table
Q| |
| 1 BE1 Enabled
El 2 GE2 Disabled
&l 3 B6E3 Disabled
|0 4 GE4 Disabled
& 5 GES Disabled
= 5 GEB  Disabled

Instructions for port DHCP configuration:
2. Click the “DHCP > Property”, and select the port and click “Edit” as follows.

Edit Port Setting

rrrrrrrrrrrrr

.............

&Note:

® Enable DHCP server or DHCP relay mode, port needs to enable this function

12.2 IP Pool Setting

DHCP IP pool configuration
Instructions:
1. Click the “DHCP > IP Pool Setting”, Click “Add” to add IP pool as follows.
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IP Pool Table

Srmmg:n ¥ | Brlias Showing 0 o 0 of O enfries q

0 results found |
_— e First | Prewious: | et | Last|
[ Ao ] Edt ||, Dess | @

IP Pool Table
' Poal ; | (1 to 32 aiphanamenc characters)
b rarazszsssznamy
i Gty | |
i m1 ' |
b e e b -
{  Section 1 v
: IP Address Section i Slart Address
| EndAddress
:b-u--------------u"---u-ﬂ:
{  DNS Primary Server | (| Enable|
jaEiEErEzzEEzizzsrizirEsErEEEY
i DNS Second Server | | | Enabie|
! Lease time : n | Day _Eilfi"; Hour E{IIE Minute

ANote:

® The start address and end address cannot be configured or contain a gateway
address

12.3 VLAN IF Address Group Setting

Server group configuration
Instructions:
1. Click the “DHCP > VLAN IF Address Group Setting”, enter the DHCP Server Group
Table and click “Add” to configure the server group as follows.
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DHCP Server Group Table

Aod || Egt || Delete

DHCP Server Group Table

| DHCP Server Group | |1 v
[P TP e |
: Group IP Address |

VLAN interface and server group binding configuration
Instructions:
1. Click the “DHCP > VLAN IF Address Group Setting”, enter the VLAN Interface Address
Pool Table, select the interface and server group, and then click “Apply” as follows.

Vlan Interface Address Pool Table

Interface | MGMT VLAN v |
DHCP Server Group | v

12.4 Client List

Client list information
Instructions:
1. Click the “DHCP > Client List”, enter DHCP Client list as follows.
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DHCP Client List

Showing| All v | entries Showing O to 0 of 0 entries Q |
l 0 results found. I
First | | Previous | [ Next | | Last|

Rt |

12.5 Client Static Binding Table

Static IP address assignment configuration
Instructions:
1. Click the “DHCP > Client Static Binding Table”, enter Static Binding Table, and click

“Add” as follows.

Static Binding Table

Showing| All v | entries Showing 0 to 0 of 0 entries Q |
l 0 results found. '
| A || Deee | First| | Previous | [4] | Next | | Last |

&Note:

® The IP configuration of static binding is required to be within the scope of IP
address assignment.

13 Multicast

13.1 General

13.1.1 Property
Instructions:

105



1. Click the “Multicast > General > Property” in the navigation bar as follows.

s Flood
Drop
Forward 1o Router Port

Unknown Multica sté
Action

e e e e e e e e

| o
Ml bt PR e IM% . g:ﬁ-‘:lf;D
| Apply

13.1.2 Group Address

According to the previous request mode of multicast, the multicast router will copy
and forward data to each VLAN containing receivers when users in different VLANs
request the same multicast group, which wastes a great deal of bandwidth. IGMP
Snooping configures multicast VLAN by connecting the different users of switch ports to
a same multicast VLAN to receive multicast data. In this way, multicast flow can only be
transmitted within a multicast VLAN, thus saving bandwidth. In addition, security and
bandwidth are guaranteed because multicast VLANs are completely isolated from user
VLANS.

Instructions
1. Click the “Multicast > Group Address”, “Add” a new static multicast item, and “Edit”
the existing ones as follows:

Group Address Table
IPVvarsion |IPvd ¥

Showing | All ¥ | entries Showing O to 0 of 0 entries Cl

| VLAN | Group Address | Member Type = Life (Sec) |
0 results found

First | | Previous | B0 | Next | | Last

| _Add || Est || Deete || Refresh |
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Add Group Address

| Available Port Selected Port
[BET =]

Member |

Interface data are as follows.

Configuration Description
ltems
VLAN VLAN ID to which the multicast group belongs. Drop down to

select an existing VLAN.

IP Version Whether v4 or v6 is the version of multicast IP address

Multicast Address | Enter the multicast address

Member Add multicast member(s)

2. Fill in corresponding configuration items.
3. “Apply” and finish as follows.

Group Address Table

Showing [All - | entries Showing 1 1o 1 of 1 entries Q |

| VLAN  Group Address | Member | Type | Life (Sec) |

[] 1 2241111 GE1-GEA  Stabic
First | | Prewious | 51 | Nead | | Last
| Ada || Edit || Delete || Refresh |
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13.1.3 Router Port

Configure and view multicast router port
Instructions:
1. Click the “Multicast > General > Router Port” in the navigation bar as follows.

Router Port Table

IP “arsion F‘-’IT

Showing | All ¥ |entries Showing O to 0 of D entries Qr

| 0 resulis found. '
[ First | | Previous [Next| | Last|

| _Add || Est || Retresn |

13.1.4 Forward All

Configure and view multicast forward port
Instructions:
1. Click the “Multicast > General > Forward All” in the navigation bar as follows.

Forward All Table
IP Version |1Pv4 v |

Showing All + entries Showing 010 0 of O entries q |

| D resuits found. I

First | | Previous | () | Next| | Last|

| Ada || Edt || Delete |

13.1.5 Throttling

Configure and view port multicast group restrictions
Instructions:
1. Click the “Multicast > General > Throttling” in the navigation bar as follows.
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Throttling Table

Q| |

 [eniry | port | maxGroup | Bxesedncton | ]
= 1. ‘BE 256 Deny
= 2 GE2 256 Deny
= 3 13E3 256 Deny
= 4 GE4 256 Deny
] 5 BES 256 Deny
= R —ER 2RR Manar

13.1.6 Filtering Profile

Configure and view port multicast filtering profile
Instructions:
1. Click the “Multicast > General > Filtering Profile” in the navigation bar as follows.

Filtering Profile Table

IP Version [1Pv4 v

Showing | All v | entries Showing 0 to 0 of 0 entries Q|

l 0 resuits found. l

"First| | Previous | [ | Next | | Last |

_As J{_ Eat |[ Deete |

Configure and view multicast filtering profile and port binding relationship
2. Click the “Multicast > General > Filtering Binding” in the navigation bar as follows.
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Filtering Binding Table

[P Version IPvd *

Q
| Entry | Port | ProfilelD |
1 GE1
2 GEZ
| 3 GE3
| 4 GE4
GES

n

i~ Tl

13.2 IGMP Snooping

IGMP Snooping (Internet Group Management Protocol Snooping) is a constraint
mechanism on L2 devices to manage and control multicast groups.
By analyzing the IGMP messages received, L2 devices establish a mapping between
ports and MAC multicast addresses and forward the multicast data accordingly.
As shown below, multicast data are transmitted on L2 without IGMP snooping. When
IGMP snooping runs, known multicast group data are transmitted to specified receivers
while unknown multicast data are still on Layer 2.

Mutticast packet ransmission Multicast packst transmission

without IGMP Snooping when |GMP Snooping runs

‘ﬂ Multicast router ‘—'@ Multicast router

= = 1

Layer 2 switch

Layer 2 switch
ot -

Host A Host G | Host A Host C
Receiver Receiver i Receiver Receiver
|
|

Host B

—— Multicast packets
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13.2.1 Property

IGMP Snooping is on the L2 switch between the multicast routers and the user hosts,
applicable to deploy IPv4 networks. It is configured in a VLAN to shoop the IGMP/MLD
messages transmitted between routers and hosts, and to establish a L2 forwarding table
for multicast data, in order to manage and control the multicast data forwarding in L2
network.

Global IGMP Snooping function should be enabled since it is disabled by default.
Instructions:

1. Click the “Multicast > IGMP Snooping > Property”, select the VLAN to be configured
from the created VLAN info, and “Edit” the details as follows:

State Enabia
i = IGMPE
MNPV

o H:lpqrt "'"w" +] Enabla

Q
| VLAM | Operational Stahss : : ; Immediate Leave
1 Dt Enablad 2 125 ] 2 1 [isablad
10 [irsalod Enatiam 2 125 1 2 1 [isabied
x Do Enablad 2 125 10 2 1 Cysabind
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Edit VLAN Setting

 state [ ] Enable
" Router Port Auto Learn 7] Enable
7 Immediate leave [ ] Enable

Query Robustness | |2

Query Interval 125

. Query Max Response Interval |10

Last Member Query Counter : |.5

Last Member Query Interval = |1

- Operational Status |
! | Disabled

Query Robustness | 2
T QueryWlerval] 125 (Sec)

Query Max Response Interval i 10 (Sec)
Query Counter fio
| Last Member Query Interval | 1 (Sac)

|__Aooly || Close |

Interface data are as follows.

Configuration ltems | Description

VLAN VLAN ID to be configured

State Enable or disable the IGMP Snooping in this VLAN

Router Port Auto | Enable or disable route port automatic learning
Leam

Immediate leave Multicast members leave quickly

Query Robustness The Robustness Variable allows tuning for the expected
packet loss on a network

Query Interval The interval between message queries

Query Max Response | Timeout (over the max response time) of a query message

Interval

Last Member Query | Max number of queries for a specified group
Counter

Last Member Query | The interval between message queries for a specified group
Interval
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2. Fill in corresponding configuration items.
3. “Apply” and finish.

13.2.2 Querier

Configure and view IGMP snooping Querier
Instructions:
1. Click the “Multicast > IGMP Snooping > Querier” in the navigation bar as follows.

Querier Table

Q
| VLAN | State | Operational Status = Version = Querier Address |
Disabled Dizabled
[ Eat |
Interface data are as follows.
Configuration ltems | Description
VLAN Multicast VLAN
State Enable or disable IGMP snooping querier
Operational Status IGMP snooping querier running status
Version Version for querier
Querier Address Multicast address for querier
13.2.3 Statistics

Configure and view IGMP snooping statistics
Instructions:
1. Click the “Multicast > IGMP Snooping > statistics” in the navigation bar as follows.
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[ReceivePacket ]
o Total | 0
_".fahu -
i i - i in‘u’al-m-' D
T ther | 0
""""" e eave | 0
T epont| €
Genaralauery -
L Special Group Query | 0
{ Suu rce speclf c Gr::-up Guery § 0
[ Transmit Packet. T R R
 Leave| O
b sernnnsrand
Report: O
T General Query | 0
T Special Group Query | 0
" Source-specific Group Query | ¢

[ ciear J| Refresh

13.3 MLD Snooping

MLD snooping is the abbreviation of multicast Listener Discovery snooping. It is an
IPv6 Multicast constraint mechanism running on layer 2 devices, which is used to
manage and control IPv6 Multicast Groups.

The second layer device running MLD snhooping establishes a mapping relationship
between port and MAC multicast address by analyzing the received MLD message, and
forwards IPv6 multicast data according to the mapping relationship

As shown in the figure below, when the layer 2 device does not run MLD snooping,
the IPv6 multicast data packets are broadcast at layer 2; when the layer 2 device runs
MLD snooping, the multicast data packets of known IPv6 Multicast groups will not be
broadcast at layer 2, but will be multicast to the designated receivers at layer 2.
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Source ‘2@ Router

L2 Swich
Host A . Host C
Receiver Receiver

HostB
——=  Multicast Packets

Source

L2 Swich

7 |

Host A Haost C
Receiver Receiver

Host B

MLD snooping can only forward information to the receivers in need through layer
2 multicast, which can bring the following benefits:
® Reduce the broadcast packets in the layer 2 network and save the network
bandwidth;
® Enhance the security of IPv6 Multicast information;
® |t is convenient to charge each host separately.

13.3.1 Property

Global MLD Snooping function should be enabled since it is disabled by default.
Instructions:
1. Click the “Multicast > MLD Snooping > Property”, select the VLAN to be configured
from the created VLAN info, and “Edit” the details as follows:

Siate | | | Enatle

& MLEw
MLDw2

Repoit Suppression |« Enable

115



Edit VLAN Setting

! VLAN -

ey = “state | [ Enable
jr— éc;;;i.;;'ria}i'ﬁﬁ;;[i;;};;' ¢ Enabie
e I 9 Enable

1mmedlale leave

. Query Robustness | 2

Query Interval p 125
Query Max Response Interval L 10

| Last Member quer,- Cnuntsrr 2

Last Member Quenr tntenrul

i Qperutlumtlsumu

e E;}'u';r}'&ah;;ih};;; 2
Quenr lntenralf 125 (Sec)
. @ é&ﬁi'ﬁé#&ﬁ;&'iﬁi&ﬁé[ 10 (Se<)

Last Member Query Interval : 1 (Sec)

Interface data are as follows.

Configuration ltems

Description

VLAN

VLAN ID to be configured

State Enable or disable the IGMP Snooping in this VLAN
Router Port Auto | Enable or disable route port automatic learning
Leam

Immediate leave

Multicast members leave quickly

Query Robustness

The Robustness Variable allows tuning for the expected
packet loss on a network

Query Interval

The interval between message queries

Query Max Response
Interval

Timeout (over the max response time) of a query message

Last Member Query
Counter

Max number of queries for a specified group

Last Member Query
Interval

The interval between message queries for a specified group
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2. Fill in corresponding configuration items.
3. “Apply” and finish.

13.3.2 Statistics

Configure and view MLD snooping statistics
Instructions:
1. Click the “Multicast > MLD Snooping > statistics” in the navigation bar as follows.

i Tolll
! Valid i
InValid I
,llllll'll"‘lI";.‘llIi“‘lll!'l“'l'll‘
Other |

,Iilll!!llltlllitttl EESENEERE Ii!l!ll.'l!l‘l

i Report |
i General Quunr -
i Speclul Emrup I:Iuarr |
FEIEEEEITEEEICEEETERIT ;;:::pq:::u::::::q

g
Qo Qo O O o Q @ 9 O

Source-specific Group Query |

Leave |
,IIIIII'I-IIIIIIIIIIII IIII'IFIII'III"IIII‘

Hepnn

it!:t:::it::::itt::trl SEFESEREEE H:.litlﬂ

0
0
General Query : 0
0
0

EEEe ek s e el

S 'smlm Gmupuuory,

________________________________________

13.4 MVR

In order to solve the problem of multicast traffic broadcast based on VLAN in layer 2
network, we use IGMP snooping protocol to control the receiver, that is, only the
receiver can receive the multicast traffic normally.

However, IGMP snooping can only effectively control the traffic of the same
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multicast VLAN, but not the cross VLAN ftraffic. As a result, the efficiency of multiple
replication of the same multicast in different VLANSs still exists. In order to solve the
flooding problem of cross VLAN, we adopt the dedicated multicast VLAN of multicast

source traffic, as shown in the figure below
Source ‘—@' Router ‘ﬂ Router

VLA LD
VLAN 20 Source T
l VLAM 30
r . Lk
\ L2 Switch

L2 Switch

F

Host A Host C
Receiver Receiver
VLAM 10 YLAM 30

Huost A Host ©
Recaiver Recener
VLAM 10 VLAR 20

Huost B Host B
Recaiver Recever
VILAR 20 VLAN 20

Multicast Packets

13.4.1 Property

Global MVR function should be enabled since it is disabled by default.
Instructions:
1. Click the “Multicast > MVR > Property”, enter the MVR global configuration interface
as follows:
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Maximum | 123

Current | O

...............................

Enabile

Apply

Interface data are as follows.

Configuration ltems

Description

State

Enable or disable MVR

VLAN

VLAN ID to be configured

Mode

Compatible: The CPU of MVR switch normally forwards the
query message of router and the join message of client to
form the multicast forwarding table of dynamic learning.
However, the CPU will not forward the join message to the
router port, so the upper router will not receive the following
join message, resulting in the router data cannot be
forwarded to the switch normally. In this mode, it is necessary
to configure the router manually Multicast forwarding table
forwards data to switch

Dynamic: The only difference between the dynamic mode
and the compatible mode is that the CPU can forward the
join message to the router port in the dynamic mode, so the
upper layer router can learn the multicast forwarding table
dynamically, and there is no need to manually configure the
multicast forwarding table of the router to forward the data
to the switch

Group Start

The starting address of the multicast group

Group Count

Number of multicast group addresses

Query Time

Multicast group query time

2. Fill in corresponding configuration items.
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3. “Apply” and finish.

13.4.2 Port Setting

Instructions:
1. Click the “Multicast > MVR > Port Setting”, enter the MVR port setting interface as
follows:

Port Setting Table

| Entry | Port | Role | Immediate Leave
|| 1 GE1 MNone Disabled
2 GE2 Mone Disabled
3 GE3 Mone Disabled
4 GE4 Mone Disabled
5 GE5 Mone  Disabled
A =RER Knna MNisahled
Edit Port Setting
"""""""""" Port| GE
r ........................ i
| m WNone
Rale Receiver
Source
" immediate Leave | | Enable
| Apply || Close
Interface data are as follows.
Configuration Items | Description
Port Port list
Role Port mode

Receiver: Represents the port of the switch to which the
multicast host is connected, which is used to receive the
multicast stream

Source: Source port refers to the source port of multicast flow
of upper layer equipment, that is, multicast source access port

Immediate Leave Multicast members leave quickly
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13.4.3 Group Address

Instructions:
1. Click the “Multicast > MVR > Group Address”, view multicast group information as
follows:

Group Address Table

Showing | All | entries Showing 0 to 0 of 0 entries Q

| VLAN | Group Address | Member = Type | Life (Sec) |
| 0 results found

First | | Previous | 08 | Next | | Last

Delete H Refresh ]

| Add || Eat ||

------------------------

: VLAN: 1
5 Group Addres
; | Avallable Port Selected Port
Membar |
Appiy | | Close

Interface data are as follows.

Configuration Description

Items

VLAN VLAN ID for multicast
Group Address Enter the multicast address
Member Add multicast member(s)

14 Routing

The switch provides three layers of VLAN interface, which is used to communicate
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with network layer devices. VLANIF interface is a network layer interface, which can be
configured with IP address. Before creating VLANIF interface, the corresponding VLAN
should be created first. With the help of VLANIF interface, switches can communicate
with other network layer devices.

14.1 IPv4 Management and Interfaces

14.1.1 IPv4 Interface

Instructions:

1. Click the “Routing > IPv4 Management and Interfaces > IPv4 Interface”, enter IPv4
layer 3 interface configuration as follows:

IPv4 Interface Table

Q
| Interface | IP Address Type | IP Address | Mask | Status |
! VLAN 1 Static 192,168.21 255.255.255.0 Malid !
| Add || Delete |
ity o) SR
i@ VLAN [
Interface
Loapback
Address Type | g:'a:f__mlr'
Appiy || Ciose
Interface data are as follows.
Configuration Items | Description
VLAN VLAN ID to be configured
Loopback Loopback interface
Address Type Dynamic: The IP address of the interface is obtained by DHCP
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Static: The IP address of the interface is configured manually

IP Address The IP address of the interface
Mask The IP address mask of the interface

14.1.2 IPv4 Routes

Instructions:
1. Click the “Routing > IPv4 Management and Interfaces > IPv4 Routes”, enter |Pv4 static

route interface configuration as follows:

IFvd Routing Table

Q

Destination IP Prefis | ProfcLength | RoutsType | West Hop Rowter 1P Address  Mabic | Agministrative Distonce | Dulgedng itetace |

1188240 24 Dreclly Connecisd MGEWT VAN

A || Em Dot |

Add IPv4 Static Route

.......................................

. o MNetwork Mask

Prefix Length

.......................................

Interface data are as follows.
Configuration ltems | Description

IP Address Destination |IP address segment

Mask Destination IP address mask

Next Hop Router IP | The next hop IP address needs to be in the same network
Address segment as the interface gateway

Metric Network hops

14.1.3 ARP

Instructions:
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1. Click the “Routing > IPv4 Management and Interfaces >ARP”, configure and view ARP
table entries as follows:

ARP Entry Age Out | 1200
L @ Al
{ Dynamic
Static
& Normal Aga Cut

[ Apply H Cancel

ARP Table
| Interface | IPAddress | MAC Address | Staius |
WLAN 1 192.168.0.20 O00eQ4c2e2cdd  Dynamic
VLAN1 162168115 0Del4c:2e2c:dd  Dynamic
VLANY 192168171 D4:d4:c44963  Dynamic
WLAN 1 182168180 bOGebfcEdcia  Dynamic
Add ARP
E-“““““-“““““-E VAN (1w
: Interface :
1P Address |
MAC Address
| Agply || Close
Interface data are as follows.
Configuration Items | Description
Interface VLANIF interface
IP Address IP address of the same network segment as the interface
gateway
MAC Address MAC address corresponding to IP address
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14.2 IPv6 Management and Interfaces

14.2.1 IPv6 Interface

Instructions:
1. Click the “Routing > IPv6 Management and Interfaces > IPv6 Interface”, enter IPv6
layer 3 interface configuration as follows:

Enabie

© IPV6 Unicast Routing |

...............................

IPvé Interface Table

0 resulis found

brepmmzmzzepees .

Auw Configuration |

R
Loopback

Interface i

ssscisassssisiiad

I]hDAIIEmMI

S‘IHHIE!! !

« Enable

;

| Enable

L

lnfmmﬂﬁm H.eimh TIIWEL 86400

'lll.lllllll.:.l.l.l IETETTIAEL ll.l.J.llllllJ.J.J.J.lllll.l.l..‘

Minimum Informaticn Refresh Time :

:

00 | (500 - 4704087204 defauit 500

PP = e, S

Apply

Interface data are as follows.

Configuration ltems

Description

VLAN

VLAN ID to be configured

Loopback

Loopback interface

Auto Configuration

Auto configuration switch

DAD Attempts Configure the number of times neighbor request messages
are sent for duplicate address detection
Stateless Stateless auto configuration
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Information Refresh | Auto configuration refresh Time

Time

Minimum Minimum refresh time for auto configuration
Information Refresh

Time

14.2.2 IPv6 Address

Instructions:
1. Click the “Routing > IPv6 Management and Interfaces > IPv6 Address”, enter the IPv6
address configuration interface as follows:

IPvE Address Table

Interface il’L.-%.'\ 1w]

Q] |
Link LoCai fesliedaadmiedla4dd 62 Altve
Multicast 0211003424 I
Multicast o1
Multicast il I

Add || Deiete |

i Interface | VLAN 5
| @ Gioba

{ IPvE Address Type i Lirik Loca
i IPv6 Address |

e srnmsErsrsmannEnny

| Prefix Length |

i Ewmse4! [ Enadle

Interface data are as follows.
Configuration Items | Description
Interface VLANIF interface

IPv6 Address Type Global: Global IPv6 address
Link Local: Local IPv6 address

IPv6 Address IPv6 address
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Prefix Length Prefix of IPv6 address
EUI-64 Enable or disable the address derived from the IEEE802
address

14.2.3 IPv6 Routes

Instructions:
1. Click the “Routing > IPv6 Management and Interfaces > IPv6 Routes”, enter IPv6 static

route interface configuration as follows:

IPvé Routing Table

Q
| Destinapon |P Prefis | Prefix Lengih | Rowie Type | Nemt Hop Router 1P Addvess | Meiric | Administative Distance | Ouigeing Interfacs | |

[ resufs found

| A | Exit Cetn

Add IPv6 Static Route

IPv6 Prefix Length |
Mext Hop Router IP Address |

.......................................

Interface data are as follows.
Configuration ltems | Description

IPv6 Prefix Destination IPv6 address segment
IPv6 Prefix Length Destination IPv6 address prefix

Next Hop Router IP | The next hop IPv6 address needs to be in the same network
Address segment as the interface gateway

Metric Network hops

14.2.4 Neighbors

Instructions:
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1. Click the “Routing > IPv6 Management and Interfaces > Neighbors”, configure and
view IPv6 neighbor table entries as follows:

Al
Dymiamic
Static

s NiA

Clear Meighbor Table

|  Appiy ] Cancal

IPv6 Neighbor Table

Q
| Inerface | IPv6 Address = MAC Address = Status Router |
0 results found

|  Add [ Edt || Delete |

' Interface | VLAN |1 v

""""" IP Address |

| MAC Address |

| Aeply || Ciose
Interface data are as follows.

Configuration ltems | Description

Interface VLANIF interface

IP Address IPv6 address of the same network segment as the interface

gateway
MAC Address MAC address corresponding to IPv6 address

14.3 Rip Routes Management

The routing information protocol (RIP) is a relatively outdated but still widely used
internal gateway protocol (IGP), which is mainly used in the smaller homogeneous
networks. RIP is a classical distance vector routing protocol, which appears in RFC 1058,

and presents an improved RIP-2 among RFC1388, and was revised in RFC 1723 and RFC
2453.

128



RIP uses Bellman-For algorithm currently RIP IPv4 has two versions, RIPv1 and RIPv2.
RIP has the following main features:

RIP is a typical distance vector routing protocol.

RIP messages sent by the broadcast address 255.255.255.255, RIPv2 send messages
by using multicast address 224.0.0.9, both using the port 520 of UDP

RIP takes the minimum hop count to the destination network as the routing metric,
rather than the bandwidth and delay of the link.

RIP is designed for small networks. The number of hops is limited to 15 hops, and
the 16 hop is not reachable.

RIP-1 is a kind of class routing protocol, does not supporting discontinuous subnet
design.

RIP-2 support CIDR and VLSM variable subnet mask, which make it supports the
discontinuous subnet mask design

RIP periodic full routing updating, make the routing table broadcast to the neighbor
router, broadcast cycle default 30 seconds.

RIP protocol management distance is 120.

For small networks, in terms of occupied bandwidth, RIP is small cost and easy to
configure, manage, and implement, and RIP is still in use. But RIP also has obvious
shortcomings. When there is more than one network will appear loop problem. In order
to solve the loop problem, IETF proposed a split-Horizon method, the routing
information received at this interface will no longer go out from the interface. The scope
of the division solves the routing loop problem between two routers, but can’'t prevent
the problem which is the loop mainly formed by delay factor because of large scale
network. The trigger update requires the router to transmit its routing table immediately
when the link changes. These speeds up the convergence of the network, but prone to
broadcast flooding. In short, the solution of the loop problem needs to consume a
certain amount of time and bandwidth. If the RIP protocol is adopted, the number of
links in the network can’'t exceed 15, which makes the RIP protocol is not suitable for
large networks.

RIP Working principle

RIP is a distributed type routing protocol based on distance vector, which is the
standard protocol of the Internet. Its biggest advantage is simple. The RIP protocol
requires that each router in the network maintain a distance record from itself to each
other destination network. The RIP protocol defines “distance” as: the distance of a
router directly connected network defines as 1.the distance of a router not directly
connected network defines as pass each router plus 1. “Distance” is also called “hops”.
RIP allows one path contain up to 15 routers, so distance equal to 16 is unreachable. So
RIP protocol only applies to small Internet.

RIP 2 comes from RIP and is a supplementary protocol for RIP. It is mainly used to
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increase the number of loaded useful information and increase its security performance.
RIPv1 and RIPv2 are UDP-based protocols. Under RIP2, each host or router sends and
receives packets from UDP port 520 through the routing select process. The default
routing update period for RIP protocol is 30S.

Instructions

1. Click on the “Routing > Rip Routes Management > Rip Routes Setting” in the
navigation tree as follows.

Rip Routes Info

' Rip Routes status : Enable

Apply

2. Network Setting table, click “Add” enter the configuration interface as follows.
Network Setting table

Showing | All v  entries Showing 0 to 0 of 0 entries Q

| Network Ipv4 Address  Network Mask
0 results found.

First | | Previous | B8 | Mext | | Last

| Add || Delete |

Network Setting table

| Network Ipv4 Address |

Notice:

Before configuring and publishing the network, please configure the interface IP and
ensure that the IP protocol and physical state of the interface are up

14.4 Ospf Routes Management

OSPF (Open Shortest Path First) is an Interior Gateway Protocol (IGP) for routing
decisions within a single autonomous system (AS). It is an implementation of the link
state routing protocol, under the internal gateway protocol (IGP). It is operating within
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the autonomous system. The shortest pathis calculated using the Dixdale algorithm.

OSPF is IGP routing protocols developed by IETF's OSPF workgroup OSPF designed
for IP networks support IP subnet and external routing information marking, also allows
authentication of message and supports IP multicast

OSPF routing protocol is a typical link state routing protocol, which is generally used
in the same routing domain. Here, routing domain refers to an autonomous system (as),
which refers to a group of networks that exchange routing information through a unified
routing policy or routing protocol. In this as, all OSPF routers maintain the same
database describing the as structure, which stores the state information of the
corresponding links in the routing domain. It is through this database that OSPF routers
calculate their OSPF routing tables

As a link state routing protocol, OSPF transmits link state multicast data LSA (link
state advertisement) to all routers in a certain area, which is different from distance
vector routing protocol. The router running distance vector routing protocol passes part
or all of the routing tables to its neighboring routers

As for the security of information exchange, OSPF stipulates that any information
exchange between routers can be authenticated when necessary, so as to ensure that
only trusted routers can transmit routing information. OSPF supports a variety of
authentication mechanisms, and allows different authentication mechanisms to be used
among different regions. OSPF optimizes the application of link state algorithm in
broadcast network (such as Ethernet) in order to make full use of hardware broadcast
ability to transmit link state messages. Usually, in the topology of link state algorithm, a
node represents a router. If all k routers are connected to the Ethernet, when the link
state is broadcast, the packets about these K routers will reach the square of K. Therefore,
OSPF allows a node to represent a broadcast network in the topology diagram. All
routers in each broadcast network send link status messages to report the link status of
routers in the network
Instructions

1. Click on the “Routing > Ospf Routes Management > Ospf Routes Setting” in the
navigation tree as follows.

OSPF Routes Info

L .OS PF Huu.Les.:';l.atus Enabie

2. Area Network Setting, click “Add” enter the configuration interface as follows.
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Area Network Setting table

Showing | All v  entries Showing O to O of O entries Q

I 0 results found. I

- First| | Previous| 1) | Next| | Last

Area Network Setting table

Notice:
Before configuring and publishing the network, please configure the interface IP and
ensure that the IP protocol and physical state of the interface are up

15 Security

15.1 RADIUS

Instructions:
1. Click the “Security > RADIUS”, enter RADIUS interface as follows:
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Retry | 3 | (1= 10 defaut: 3)

RADIUS Table

Showing | Al v | entries Showing 0 to 0 of 0 entries Q

l 0 results founad. '

[ Add || Eat || Delete | [First| | Previous | [4) | Next | Last|

Add RADIUS Server

{ @ Hostname
Address Type . | [Pvd
R

FEETETEIREECassE=TTTTEEaY

Server Address | | |
illllllllllliijijijljlIIE

Server Port | 11812 | (0-85535, defautt 1812

Priority

| | (0 - 65535
Eezazzzazsaszszszzzaaa
K

A e

i Use Default

a
H '
FeErEEEsEENEEEERERRERREA

i & Use Default
Retry |

g
g
%

H ; |3 (110, detault 33
i | @ Use Default
Timeout |
g |'g Bec (1 - 30, defautt )
Fiasasaaan LTI TP eT §
i i 1 Login
Usage! (1 802.1X
: Pom Al

Apgly || Ciose |

Interface data are as follows.

Configuration Items | Description

Address Type Depending on the type, you can choose Hostname, IPv4, IPv6

Server Address Server’s |P address

Server Port Service's port
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Priority Service’s priority

Key String The secret key, shared between the RADIUS server and the
switch
Retry Retransmit is the number of times
Timeout to wait for a reply from a RADIUS server before retransmitting
the request
Usage Usage scenarios
15.2 TACACS+
Instructions:

1. Click the “Security > TACACS+”, enter TACACS+ interface as follows:

| Timeout| |5 Sec (1- 30, default 5)
| Key String | |
Apply
TACACS+ Table
Showing | All v | entries Showing 0 o 0 of 0 entries Q |

0 regults found

First| | Previous | () | Next| | Last.

| Add || Edt || Delete
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Add TACAC S+ Server

| @ Hostname
Address Type | IPva

Server Address
Server Pﬁr‘té 45

Priority |
| @ Use Default
Kaey String | .
¥ Lize Default
Timeout |
Apply Closa

Interface data are as follows.

Configuration ltems | Description

Address Type Depending on the type, you can choose Hosthame, IPv4, IPv6

Server Address Server’s IP address

Server Port Service's port

Priority Service’s priority

Key String The secret key, shared between the RADIUS server and the
switch

Retry Retransmit is the number of times

Timeout to wait for a reply from a RADIUS server before retransmitting
the request

15.3 AAA

15.3.1 Method List

Instructions:
1. Click the “Security > AAA > Method List”, enter method list interface as follows:
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Method List Table

Showing | All v | entries Showing 110 1 of 1enties | |

[ default (1)Local

| First | | Previous | % | Next | | Last |

| Agd || Eat || Delete |

i i @ Empty
i ; Mone
Local
Enabie
| : RADIUS

: TACACS+

! i @ Emply
: Nong

i ; Local

i Method 2 Enable

RADIUS

TACACS+

| * Empty

; ! () MNone

| Local

i Enable

| ' RADIUS

; : TACACS

& Empty
Mana
Local
Enable

i : RADIUS

i ; TACACS+

| Apply || Close

Interface data are as follows.

Configuration Items | Description

Name Method name

Method 1-4 Empty: Method is disable

None: Do nothing and just make user to be authenticated
Local: Use local user account database to authenticate
Enable: Use local enable password database to authenticate
RADIUS: Use remote Radius server to authenticate
TACACS+: Use remote TACACS+ server to authenticate
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15.3.2 Login Authentication

Instructions:
1. Click the “Security > AAA > Login Authentication”, enter login authentication interface
as follows:

nsole | default v | (1)Local

Telnet: default (1) Local

§SH| defaull ¥ (1)Local
HTTP | | default v | (1) Local

. HTTPS | default v | (1) Local

15.4 Management Access

15.4.1 Management Service

Instructions for Telnet:
1. Click the “Security > Management Access > Management Service”, enter
management service interface as follows:

$SH [ ] Enable

i f y, default 10)

im0 - 65535 default 109
Nim (L - G555, dedawlt 10}
Min (0 -65535 default 10)
Mim {0 - 65535 defzult 10)

Instructions for SSH:
2. Click the “Security > Management Access > Management Service”, enter
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management service interface as follows:

Telnet: | | Enable

sEssssssnsEnEEy

b

i SS5H' # Enable
FERE T T P R

i HTTP: i Enable
prcmaczszssamaaf

I*

HTTPS! (| Enable

IEEEEETEIRTRENE

SNMP | [ Enabie

besmemrrr e el

| Console: 10 Min (0 - 65535, defauit 10)
| Telnet i1a Min (D - 65535, default 10)
SSH! 10 Min (0 - 65535, detault 10)

Instructions for HTTPS:
3. Click the “Security > Management Access > Management Service”, enter
management service interface as follows:

Console | |10 Mir {0 - 65535, detault 10)

T‘Im- [10 Min (0 - 65535, default 10)

HI-I [10 Wi {0} ~65535. defautt 10)

HTTP |10 Min {0 - B5535, defaidt 100

HTTPS |10 Min {0 - 65535, detault 10)
Instructions for SNMP:

4. Click the “Security > Management Access > Management Service”, enter
management service interface as follows:
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Telnet| (| Enadie
— T g
: ‘‘‘‘‘‘‘ HTTP 1 # Enable
MRS | ) Endle
llilitti;lﬂm;} @ il

15.4.2 Management ACL

ACLS applied to management
Instructions:
1. Click the “Security > Management Access > Management ACL”, enter management

ALC interface as follows:

———————————————————

___________________

Management ACL Table

Showing | Al v | entries Showing 0 to 0 of 0 entries QI |

0 resuits found.

'First| | Previous | () | Next| | Last|

| Actve || Deactive || Delete |

2. Click the “Security > Management Access > Management ACE”, enter management
ACE interface as follows:

Management ACE Table

ACL Name |Mnne v

Showing| All v | entries Showing O to 0 of 0 entries Q|

l 0 resulis found. I

'First| | Previous | (4] | Next| | Last,
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Add Managemet ACE

ACL Name | 3
Priority |
All
Hitp
| Hitps
Service | i P
1 Snmp
S5H
Telnet
{ Parmit
Action | S
| Deny

i Avallable Port Selected Port

GE1
GE2
port| |GE3
, |GE4
GES
GE?
. ! |GES -
pradiainnnananannied
: iom All
IP Version | IFva
H (=%
1Pv4
IPVE . {1-128)
Apply || Close

Interface data are as follows.

Configuration Items | Description

ACL Name ACL name

Priority ACL Priority

Service Type of service used

Action Match action

Port The port on which this ACL is applied
IP Version Manage the version of the IP address
IPv4 IPv4 address

IPv6 IPv6 address
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15.5 Authentication Manager

15.5.1 Property

Enable the global setting of 802.1x/MAC/WEB authentication network access
control
Instructions:
1. Click the “Security > Management Manager > Property”, enter global interface as
follows:

Fe e —— I
Amhanﬂculmml & MAC-Based

. E ! WEB-Bassd

E ----------------------------- ! [ Enable

E Guest VLAN |

: -

| MAC-Based User ID Format | | XX000000000 v |

[ Aemy

Port Mode Tabile

Wutiple Autheracatian
WMutpis Autherication
Mutiple Authentcation
Mulipte Authenfic atan
Mutiple Authertcatan
Muthple Authertcahan
GET  Dizabled Cigaiiad Disabien Mutbple Audhemiication B2 1x  RADILS Cesabied

1
i
3
&
5
4
r

EREREEE
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Edit Port Mode

..............................

------------------------------

VLAN Assign Mode |

! Available Method

802 .11
MAC-Based
WEB-Basad

* Multiple Authentication

Multiple Hosts

Single Host
Available Type Select Type
MAC-Basad 802 1x

WEB-Based

Sedect Method

Local RADIUS

Enable

Disable
Reect
& Static

e AR | OER

Interface data are as follows.

Configuration ltems

Description

Port

Port list

Authentication Type

Port authentication type

Host Mode Multiple Authentication: In this mode, every client needs to
pass authenticate procedure individually.
Multiple Hosts: In this mode, only one client need to be
authenticated and other clients will get the same access
accessibility.
Single Host: In this mode, only one host can be authenticated.
It is the same as multi-auth mode with max hosts number
configure to be 1

Order Match action

Method Port authentication method order

Guest VLAN Guest VLAN
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VLAN Assign Mode | Port RADIUS VLAN assign mode

Reject: If get VLAN authorized information, just use it.
However, if there is no VLAN authorized information, reject
the host and make it unauthorized

Static: If get VLAN authorized information, just use it. If there

is no VLAN authorized information, keep original VLAN of
host.

15.5.2 Port Setting

Instructions:

1. Click the “Security > Management Manager > Port Setting”, enter port setting
interface as follows:

Port Setting Tabls

Q
|m|m‘um|m|mm—!_ Lees ! : il : g iae o B |
] | | Wacive | Gaint | T Pt | Tawbol | Sivier Taminnil  Misa Hirguasl Wi Lisgin |
T a4 DCoruitins Dol et 25 Em m & b » b= r | 3
x
3 GE]  [esatees Dsatied 258 30 i} u
& fEs  Ceanes [ 254 Sy -] 5 L] 3 5
- L (== Dbt % »m m Lo n x x
B SE 5] [mprimct % LN (] 0 » 5
T OOET  Ceaowd Datea 15 H [ X % W
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{ GEIGED

Disabled

Force Authorzed
Force Unauthorized
ALTD

Enable

! Max Reqguest
D i s e
infinie
Max Login
Agpply || Close

Interface data are as follows.

Configuration ltems | Description

Port Port list

Port Control Force Authorized: Port is force authorized and all clients have
network accessibility.
Force Unauthorized: Port is force unauthorized and all clients
Auto: Need passing authentication procedure to get network
accessibility

Reauthentication Enable the port reauthentication

Max Hosts The port max hosts number for multi-auth mode

Reauthentication The port reauthentication period value with unit second if the
reauthentication time is not assigned by local database or
remote authentication server

Inactive The port inactive timeout value

Quiet the port quiet period value
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TX Period The port 802.1x EAP TX period value
Supplicant Timeout | The port supplicant timeout value

Server Timeout The port 802.1x server timeout value
Max Request The port 802.1x max EAP request value
Max Login The port WEB authentication max login attempt number

15.5.3 MAC-Based Local Account

Instructions:

1. Click the “Security > Management Manager > MAC-Based Local Account’, enter
configuration interface as follows:

MAC-Based Local Account Table

Showing| Al v | entries Showing 0 to O of O entries Qr

0 resuits found.

[As_)(_Ea_ [ Dok Ve i) W (e

15.5.4 WEB-Based Local Account

Instructions:

1. Click the “Security > Management Manager > WEB-Based Local Account’, enter
configuration interface as follows:

WEB-Based Local Account Table

Shawing| &Il v | entries Showing O to 0 of O enfries Q|

0 resulis found:

Add_|[ Eat |[ Deete ] First| | Pravious | [¥] | Next | Last
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15.5.5 Sessions

Instructions:
1. Click the “Security > Management Manager > Sessions”, view sessions interface as

follows:

Sessions Table
Showing| Al v | antries Snowirg 012 0 of 0 entries Q
0 resLts found
(st Preous [ | et | Last|
|  clea || Rewesn
15.6 DoS

15.6.1 Property

Enable the Attack Resistance option to make the switch more secure.
Instructions
1. Click the “Security > DoS > Property” to the “DoS Global Configuration” interface as

follows.
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POD | || Enabla
Land | [~] Enable
UDP Blat Enatse
TCP Blat Enabde

DMAC = SMAC | [~ Enabds
Mull Scan Attack | ] Enable

X-Mas Scan Aftack | -] Enable
TCP SYN-FIN Attack | [ Enable

_ TCP SYN-RST Attack | [-] Enabie

ICMP Fragment Enabds
[ Enable

TCP-8YN

Enabde
TCP Fragment

Nolg" Ciisal =1

Eniabde IPvd
Ping Max Size | [ Enable IPvE

Node Source Port «

Tk

512

[ Enatie
TCP Min Hdr size

j20
[ Enable

IPw6 Min Fragment

[1240

[ Enatde
Srmurf Attack

fo

Ble (0 - B5535, defaull 512

Byla (0 - 31, defaull 20)

Biyte (0 - B5535, dafault

MNetmask Lemglh (0 - 32

1240)

dhefacst (1)

15.6.2 Port Setting

DoS attack resistance is enabled based on ports.

Instructions

1. Click the “Security > DoS > Port Setting” as follows:

Port Setting Table
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2. Select and “Edit” the port to enable or disable the DoS attack resistance function as
follows.
cicnsdeaocion

15.7 Dynamic ARP Inspection

15.7.1 Property

Instructions
1. Click the “Security > Dynamic ARP Inspection > Property” enter global configuration
interface as follows:

----- Statﬂ Enable
r '*1 Available VLAN Selected VLAN
E . VLAN G
v
|
i
Apply

2. Select the port and “Edit” to enter the port configuration interface as follows:

Port Setting Table

Disatiad Linlirmitad
Disabled Linlimited
Disabied Unilimited
Disabled Unlimited
Disabled Unlimied
GEG  Disablad Disabled Disabiad Disabiad Unlimitad

1
2
3
i
3
1]
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Edit Port Setting

"""""""""""""""" Port! GE1-GE2
i Trust : Enable
: - Sui.lrc& MAC Adl:iress : Enabie
pusmsnssassnsnssn snsaasnsannnmamnn g

i Destination MAC Address Enabés
i Enabie
| IP Address

Rate Limit: 0
| Apply Close ]

15.7.2 Statistics

Instructions
1. Click the “Security > Dynamic ARP Inspection > Statistics” view DAI statistics as
follows:

Statistics Table

Q
Eniry | Port Sowce MAC | Destination MAC Source 1P Desidination 1B (R L

Failyrg Failurg Valstation Failure | Validation Failare | Mismaich Fasture

1 o4 0 o ] a i i

2 GE 0 o a a a a

3 GE3 o i a ] a a

4 GE4 a ] 0 ]

5 EES 0 a (] o o

& GEG i o a a o a

T oGET o ] a a a a

> mes " a n a

15.8 DHCP Snooping

For sake of security, the network administrator may need to record the IP address of
a user surfing the Internet and to confirm the correspondence between the IP address
obtained from DHCP Server and the host's MAC address.

Switch can record the users IP address through the secure DHCP relay at the
network layer.

Switch can monitor DHCP messages and record the user’s IP address through DHCP
Snooping at the data link layer. In addition, private DHCP Server in the network may lead
to wrong IP address for the user. To ensure that users obtain IP addresses through legal
DHCP Server, the DHCP Snooping security mechanism divides the ports into Trust Port
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and Untrust Port.

Trust Port directly or indirectly connects legal DHCP Server. It forwards the DHCP
messages received to ensure the correct IP address for DHCP Client. Untrust Port
connects illegal DHCP Server. DHCPACK and DHCPOFFER messages received from the
DHCP Server on the Untrust Port will be discarded to prevent incorrect IP addresses.

DHCP Server

DHCP Client DHCP Client

Internet

Switch A Switch B
(DHCP Snooping) (DHCP Relay)

DHCP Client DHCP Client

Typical Networking of DHCP Snooping

The following methods are used to obtain the IP address and user MAC address from
DHCP Server:

® Snooping the DHCPREQUEST message
® Snooping the DHCPACK message

15.8.1 Property

Enable DHCP Snooping
Instructions:
1. Click the “Security > DHCP Snooping > Property”. DHCP Snooping interface is divided

into global configuration and port configuration. Select the port to be modified in the
port configuration and “Edit” the details as follows:
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i State| (| Enable
T araaEnEy
i | Available VLAN Selected VLAN
| MANT__ =a 3
; | WLAN 10
! P VLAN 100
| VLAN |
Apply |

Port Setting Table

GE1

=S| 1 Disabled Disabled Unlimited
= 2 GE2 Disabled Disabled Unlimited
= 3 GE3 Disabled Disabled Lnlimited
= 4 (GE4 Digabled Disabled Linlimited
E 5 GE5 Disabled Disabled Unlimited
= 6 GEG Disabled Disabled LInlimited
=l i GBE Dizabled Cizabled LInlimited
= 8 GES Disabled Disabled LInlimited
Edit Port Setting
. ot GELGE
. Trusti [ Enabe
_ Verity Chaddr [ Enabie
RIhLImI‘t Iﬁ pps (1 defauit 0), 0 s Unlimited
| Aeply || Close |
Interface data are as follows.
Configuration Items Description

State

Enable and disable the DHCP Snooping

VLAN Valid VLAN No. of DHCP Snooping
Port Configure the port No. of DHCP Snooping
Trust Whether the port is a Trust Port
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Client Address | Whether the consistency inspection for Client addresses is
Inspection enabled

Rate Limit Whether the port enables rate limit and configures the
value

2. Fill in corresponding configuration items.
3. “Apply” and finish as follows.

Port Setting Table

M 1 GE1  Enabled Enablad 100
O 2 GE?  Enabled Enabled 100
[j 3 GE3 Disabled Disabled Unlimited
= 4 GE4 Disablad Disablad Unlimited

15.8.2 Statistics

Instructions

1. Click the “Security > Dynamic ARP Inspection > Statistics” view DHCP Snooping
statistics as follows:

Statistics Table

£ 1 GE1 0 0 0 0 0
& 2 GE2 0 0 0 0 0
@ 3 GE3 0 0 0 0 0
o 4 GE4 ] 0 0 0 0
W 5 GES5 0 0 0 0 0
@ 6 GEB 0 0 0 0 0
(] T GET i} 1] 0 0 0

15.8.3 Option82 Property

Private DHCP Servers in the network may lead to wrong IP addresses obtained by
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users. DHCP Snooping security mechanism based on PS7024 Ethernet switch divides the

ports into Trust Port and Untrust Port in order to provide the IP addresses through legal

DHCP Servers.

® Trust Port directly or indirectly connects legal DHCP Server. It ensures the correct IP
address for DHCP Client by forwarding the DHCP messages received.

® Untrust Port connects illegal DHCP servers. DHCP ACK and DHCPOFFER messages
responded by DHCP Server on untrusted ports will be discarded to prevent
incorrect IP addresses.

Option 82 is the Relay Agent Information Option in DHCP messages, which records
the location of DHCP Client. When the DHCP relay (or DHCP Snooping device) receives
the request, message sent from DHCP Client to DHCP Server, administrators can add the
Option 82 to locate the DHCP Client and control the security, cost, etc. More flexible
approaches to address allocation are created by the servers supporting Option 82 in line
with the IP addresses and other parameters allocation policies.

Up to 255 sub-options are contained in the Option 82. At least one sub-option
should be defined if Option 82 is defined. The current device supports 2 sub-options:
Circuit ID Sub-option and Remote ID Sub-option

Manufacturers usually fill options as needed since RFC 3046 fails to uniform the
Option 82 options. As the DHCP relay device, Ethernet switch supports the extended
padding formats for Option 82 sub-options and the padding defaults are as follows:
® Sub-option 1: VLAN No. and port index (port physical number minuses 1) of the

port receiving the Request message sent by DHCP Client.
® Sub-option 2: bridge MAC address of DHCP relay device receiving the DHCP Client

Request message.

Sub-option 1: VLAN No. and port index (port physical number minuses 1) of the
port receiving the Request message sent by DHCP Client as follows.

o T 15 23 31
Sub-option Type (00 1) Length (0x06) Circuit ID Type (Coc00) | Circuit ID Length (CQd)
VLAN ID Port Index

Sub-option 2: bridge MAC address of DHCP relay device receiving the
DHCPREQUEST message of DHCP Client.

0 7 ] 23 H
Sub-option Type (0x02Z) Length (0x08) Remote |D Type (00} | Remaote ID Langth (Ox=08)

MAC Address

DHCP Relay Supporting Mechanism of Option 82

The processes of DHCP Client acquiring IP address from DHCP Server through
DHCP relay is basically the same as that directly from DHCP Server. Steps of discovery,
provision, selection, and validation are essential. The supporting mechanism of DHCP
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relay is introduced as follows:

(1) DHCP relay will check the Option 82 in the DHCPREQUEST message received and

handle it accordingly.

® For existing Option 82 messages, DHCP relay will process according to the
configuration policies (discarding, replacing with relay Option 82, or maintaining
original Option 82), and then forward to DHCP Server.

® For messages without Option 82, DHCP relay will add and forward the new
messages to DHCP Server.

(2) DHCP relay will peel off Option 82 from the response message received from DHCP

Server, and then forward the message with DHCP configuration info to DHCP Client.

(0 Description:

DHCP Client transmits a DHCPDISCOVERY message and a DHCPREQUEST message.
DHCP relay will add Option 82 to both messages due to different processing
mechanisms of DHCP Servers of manufacturers for Request message. Some devices
handle Option 82 in the DHCPDISCOVERY message, while others handle it in the
DHCPREQUEST message.

A switch configured with DHCP Snooping and Option 82 functions receives
DHCPREQUEST messages with Option 82 sent by DHCP Clients. DHCP Snooping takes
different processing mechanisms according to different configuration processing
strategies and sub-option contents.

Instructions:

1. Click the “Security > DHCP Snooping > Option82 Property”. Global and port
configurations are contained. Select the port to be configured and “Edit” the details as
follows:

User Definad
Remote D 5

PR L T T T TR T T T TR T T T TR TR TR TINTNe™™>

Remote ID | 1c:2a°a3:00:34:24 (Switch Mac in Byte Order)

Aoy
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Port Setting Table

| Entry | Pot | State | Allow Untrust
1 GE1 Disanled Drrop
2 GE2 Disabled Drop
3 GE3 Dizabled Drop
4 GE4A Cesabled Drap
5 GE5 Dizabled Drop
6 GE6 Dusabled Drop
T BET Disabled Dirop
Edit Port Setting
"~ Port! GE1-GE2
State | | Enabla
Allow Untrust . » Drop
I Replacs
| F_-.pq:!ly' [ Clﬂs_e
Interface data are as follows.
Configuration ltems | Description
Remote ID Fil in the Remote ID fields in Option 82 (such as
user-defined XXXX)
Port Whether the port No. of Option 82 is enabled

Untrust Port Access | Untrust Port processes messages with Option 82 enabled:
Maintaining: leave Option 82 in the message unchanged and
forward it

Discarding: discard the message

Replacing: replace and forward the Option 82 field in the
message according to the Circuit ID configuration

(1 Description:

(L Option 82 field independently configures Circuit ID or Remote ID sub-options.
It can be configured individually or simultaneously in no specific order.
DHCP Option 82 must be configured in the user bar, otherwise DHCP messages sent to
DHCP Server won't carry Option 82.
When receiving the DHCP response message from DHCP Server, the message
containing Option 82 will be forwarded after deleting the field, or forwarded directly if
the message contains no Option 82.
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2. Fill in corresponding configuration items.
3. “Apply” and finish as follows.

[+] User Defined
Remote ID

|aaaaa

Port Seiting Table

Enabled
Enabled

Enabled
Disabled
Disabled Drop

lllustration of DHCP Snooping Typical Configuration
As shown below, Switch port GE1-5 is connected to DHCP Server, and ports GE1-1, 2
and 3 are connected to DHCP Client A, B and C respectively.
® Enable the DHCP Snooping on the switch.
® Set the GE1-5 as the trust port of DHCP Snooping.
® Enable the Option 82 supporting function on the switch. For GE1-3 message
flowing through the port, fill in the Option 82 according to the default configuration
of Circuit ID and Remote ID.

Netweork Diagram

‘ DHCP Server

gel/s

gelf2

2

Chent A Clignt B Cliant C

Configure DHCP snooping to support Option 82
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Instructions:

1. Enable the DHCP Snooping of switch. Click the “Security > DHCP Snooping >
Property” in the navigation bar to enable the function as follows:

| smte!  Enable

i Available VLAN Selected VLAN
i . E 3 .'-.."LA.N 3 _.-.
5 WLAN 10
! : VLAN 20
| VLAN:
Apply

2. Set the GE1-5 as the trust port of DHCP Snooping, fill in corresponding configurations
and “Edit” as follows:

Port Setting Table

Q|

GE1 Enabied [isabied Unlimitad

1

= 2 GEZ2 Enabled Dizablad Unilimited
3 GE3 Enabied [heabled Uniimited
4 GE4 Enabdied Dizabied Uinlimitad
5 GE5 Enabled Cheabied Unlimited

3. Configure on the port GE3 so that user defined remote ID can be set by Option 82.
Click the “Security > DHCP Snooping > Option82 Property”, check and configure the
port. “Apply” and finish as follows:
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Remaote ID

[+ User Defined

] 1 GE1  Disablad Duap
Y| 2 GEZ  Disabled Dirop
1 3[GE3  Enabled Replace
i'_i 4 GE4 Disabled Drap
L] 5 GES  Disabled Drap
4. Configure on the port GE3 so that the circuit ID can be set by Option 82. Click the

“Security > DHCP Snooping > Option82 Circuit ID” to configure the port. “Apply” and
finish as follows:

OptionB82 Circuit ID Table

Showing (A8l | emnies Showing 110 1 of 1 entries o ———

[0 ce3 1 geid |

[ A |

First| | Preious | (8] | Mext | | Last
Edil_ || Delota |

15.9 IP Source Guard

IP source guard (IPSG) is a port traffic filtering technology based on IP / Mac, which
can prevent |IP address spoofing attacks in LAN. IPSG can ensure that the IP address of
the terminal device in the layer 2 network will not be hijacked, and it can also ensure that
the unauthorized device cannot access the network or attack the network through its

own specified IP address, resulting in network crash and paralysis

15.9.1 Port

Instructions

Setting

1. Click the “Security > IP Source Guard > Port Setting” enter port configuration interface

as follows:
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Port Setting Table

Q
| Entry | Port | State | Verify Source | CurrentEntry | Max Entry | |
’ 1 GE1 Disabled P 0 Unlimited |
| 2 GE2 Disabled P 0 Unlimited ,
3 GE3 Disabled P 0 Uniimited |
| |
| 4 GE4 Disabled e 0 Unlimited
s BES Clisabled = 0 Unlimited |
| 5 GES Disabled P 0 Unlimited ,
. 7 BGE7T  Disabled P 0  Unlimited |
I & GFA  Nisabled [ 0 Unlimited
FORPORIOON. - oo
Pon : GE1-GE2
State Enable
Lw P
Verify Source : IPMAC
] Max Enti 1 i]
Apply Closa
Interface data are as follows.
Configuration ltems | Description
Port Port list
State Enable or disable IPSG
Verify Source Default IP Source Guard filter source IP address. The
“IP-MAC” filters not only source IP address but also source
MAC address
Max Entry Maximum number of ports allowed

15.9.2 IMPV Binding

In DHCP network, users (non-DHCP users) obtaining IP addresses statically may
attack the network by imitating DHCP Server, constructing DHCP Request message, etc.
Legal DHCP users may suffer from security risks when using the network normally.

Enabling the static MAC entries based on the interface generated by DHCP
Snooping binding table can prevent such attacks. The device then, based on the DHCP
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Snooping binding table corresponding to all DHCP users, automatically executes the
command to generate static MAC entries and disable the interface’s learning ability of
dynamic entries. Only messages that match the source MAC and static MAC entries can
flow through the interface. Therefore, for non-DHCP users, only the messages of static
MAC entries that are manually configured by the administrators can flow through, while
others will be discarded.

Instructions:

1. Click the “Security > IP Source Guard > IMPV Binding”, “Add” a new binding group of
IP-MAC-Port-VLAN as follows:

IP-MAC-Port-VLAN Binding Table

Showing [ Al entries Showing 0 to 0 of 0 entries Q]

|| Port VLAN | MAC Address | IP Address | Binding Type Lease Time

0 results found
First | | Previous | | 1| | Next | Last
Add | Edit |  Delete |
Add IF.'aM.?.{E-F'arI-VLAN Elt.'.:dlng
F"urt; GE1
Blm:ﬁnq ) IP-MAC-Port-vLAN

P ~ 1 O IPPotVLAN

MAC Address |

i ey

| P.ppl',f Close
Interface data are as follows.

Configuration | Description

ltems

Port The port No. of binding group

VLAN VLAN ID bound

Binding Select the binding relation from IPMV and IPV
MAC Address | MAC address bound

IP Address IP address bound

2. Fill in corresponding configuration items.
3. “Apply” and finish as follows.
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IP-MAC-Port-VLAN Binding Table

Shenwing | All enlies Showing 1 to 1 of 1 entries Qjl
|| Port | VLAN | MAC Address | IP Address | Binding | Type | Lease Time |
] GE1 1 000011112222 192 1681123/ 255255255255  IP-MAC-PortVLAN  Static  NA
r 1 | Firsl | Prewiows | B9 | Next | | Lasl
| Add Edid [|  Deleta |

4. Click the “Security > IP Source Guard > Save Database” enter database interface as
follows:

-------------------------

| i w0 None
Type | Flash
| | @ TP
Filename
Address Type .
5 Server Address

Write Delay | 300
Timeout | 300

16 ACL

Expanding network scale and mounting flow strengthen the position of network
security control and bandwidth allocation. Packet filtering prevents illegal users from
accessing, control flow and saves network resources. ACL (Access Control List) filters
packets by configuring the message matching rules and processing methods.

The switch port receiving messages analyzes the field according to the current ACL
rules. Once a specific message is identified, it will be allowed or forbidden to flow
through according to predetermined policies.

The packet matching rules defined by ACL can also be referenced by other
functions requiring flow distinction such as the definition of QoS flow classification rules.
ACL can filter packets by setting matching rules and processing methods. ACL is a
collection of permission and denial conditions applicable to packets. When the interface
receives the packets, the switch compares the fields and ACL to determine the permitted
and denied packets subject to specified standards. ACL classifies packets by matching
conditions, which can be the source/destination MAC address, source/destination IP
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address, port No. and so on. ACL classifies packets by matching conditions, which can be
the source/destination address, port No., etc. ACL can be divided into the following
categories according to application purposes:

Basic IP ACL formulates rules based only on the source IP address of packets. ACL ID
ranges from 100 to 999. Advanced IP ACL prepares rules according to packets’
source/destination IP address, protocol types carried by IP, and Layer 3 or 4 info such as
protocol characteristics. ACL ID ranges from 100 to 999.

L2 ACL: Rules are made according to the packets’ source/destination MAC address,
802.1p priority, and L2 info such as protocol type. ACL ID ranges from 1 to 99.

16.1 MAC ACL

L2 ACL: Rules are made according to source/destination MAC address, VLAN
priority, and L2 info such as protocol type.

Instructions:
1. Click on the “ACL > MAC ACL” in the navigation bar as follows.

| ACLName |

|  Apply

Interface data are as follows.
Configuration ltems Description

ACL Name Name the MAC ACL Rules

2. Click on the “ACL > MAC ACE” in the navigation bar, “Add” the ACL name as follows:

ACE Table

ACL Name [a + |

Showing | All antrias Showing 0 to 0 of 0 enfries Q |

i Source MAC Destination MAC. BOZ1p
uence  Action Eﬂﬂw VLAN
=5 Address | Mask = Address Mask Value | Mask
0 resulls found

| . v First  Previous 1 Mext Last
| aAdd || Edit | Detete |
Interface data are as follows.

Configuration Iltems Description

ACL Name ACL rule list is prepared based on MAC ACL configuration.
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3. Fill in corresponding configuration items.

Add ACE

ACL Name &

Sequence | |

Action
Source MAL
Dastination MALC

Ethertype

VLAN

B02.1p

& Permit

| Any

|o0:00:00-00-20:00 I |[FF-FF-FFFFFF-00

[00:00:00-00:10:00 | [FF-FF-FFFF-FF-00f
= Ay
Bxl

| & Any

| Any

Dheny
Shuldown

<] Ay

Apply | Close .

Interface data are as follows.

Configuration Description

ltems

ACL Name ACL rule list is prepared based on MAC ACL configuration.

Sequence MAC ACL ranges from 1 to 2,147,483,647

Action ACL actions are divided into “Permit” or “Deny”, as well as
“Shutdown”.

Source MAC Enter the source MAC address and mask of ACL rules with the

format of HH.HHHH. Select “Any” to represent any MAC
address

Destination MAC

Enter the destination MAC address and mask of ACL rules with
the format of H.H.H.H.H.H. Select “Any” to represent any MAC
address

EtherType Enter the Ethernet type of ACL rules ranging from 0 x 600 to 0 x
FFFF, select “Any” to represent any type.

VLAN Enter the VLAN of ACL rules ranging from 1 to 4,094, select “Any”
to represent any VLAN

802.1p Enter the VLAN priority and mask of ACL rules ranging from 1 to

7, select “Any” to represent any VLAN priority

4. “Apply” and finish as follows.
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ACE Tahle

AL Mams &

Shovang | A1 il Showing 1 1o 4 ol 1 enines CI. I'
il | Bource MAC | Destinatian MAC | - AN L

- - i Address | Mask | Podress | Mask Valus  Mask

1 Permt 000000002000 FREFFFFRFFO0 00000001000 FRFEFFFFFFO0  Any Ay Ay Ay

i 1 Fral | | Preous | 01 | Mead | Lasd
Ao | Edd Lipecta

16.2 IPv4 ACL

IPv4-based ACL (Basic IP ACL) formulates rules as per the source IP address of
packets only. ACL ID ranges from 100 to 999.

Advanced IP ACL Rules are made according to the packets’ source/destination IP
address, protocol type carried by IP, and Layer 3 or 4 info such as protocol
characteristics. ACL ID ranges from 100 to 999.

Instructions
1. Click on the “ACL > IPv4 ACL” in the navigation bar as follows.

. ACLName |

| Apply

Interface data are as follows.
Configuration ltems Description

ACL Name Name the IPv4 ACL rules

2. Click on the “ACL > IPv4 ACE” in the navigation bar, “Add” the ACL Name as follows:

ACE Table
ACL Mama (B

Shivang Al e Shoaving 0o 0ol O omines Q [

T [ : Destination R : - of Barsien ICHP
]|mim|mlm:ﬂ Address : ""'-""|m""|m""' M;Twmm Type | Cods
0 peesaits fouind
b Eild Dl N G (g Ll (S
Interface data are as follows.
Configuration ltems Description
ACL Name ACL rule list is made based on |Pv4 ACL configuration.

3. Fill in corresponding configuration items.
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add ACE

TCF Flags

ICMP Type

ICMP Code

E

i B

® Pamil

O Deny
) Shutdown

i ) DscP |

) IP Precedence |

@ Any

O Single |

) Ranga |

O Single |

O Ranga |

Urg: O Ssl (3 Unsel @
Ak (3 3 1 )
Psh: {3 Sel O W ]
Rel (O Sat O el @)
Sym: O Set O ]

Fin: O Set C 1w

& Any

) Select

O Define [

. = Any

) Define |

| Aeply ||

Close

Interface data are as follows.

Configuration Items

Description

ACL Name ACL rule list is made based on IPv4 ACL configuration.
Sequence IPv4 ACL ranges from 1 to 2,147,483,647.
Action ACL actions are divided into “Permit” or “Deny”, as well as

“Shutdown”.
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Protocol It is required to select the protocol type such as ICMP, TCP and
UDP. Select “Any” to represent any protocol.
Source IP Enter the source IP and mask of ACL rules. Select “Any” to

represent any source |P.

Destination IP

Enter the destination IP and mask of ACL rules. Select “Any” to
represent any destination IP.

Type of Service

Enter the service type of ACL rules, such as DSCP (0-63) and IP
priority (0-7). Select “Any” to represent any service type.

Source Port

Enter the source port of ACL rules, such as single port No. or
range segment (0-65,535). Select “Any” to represent any source
port.

Destination Port

Enter the destination port of ACL rules, such as single port No. or
range segment (0-65,535). Select “Any” to represent any
destination port.

TCP Flags Enter the TCP flags of ACL rules, such as URG, ACK, PSH, RST,
SYN, FIN, with the actions such as “Set”, “Unset” and “Don’t care”.

ICMP Type Enter the ICMP message type of ACL rules. Select “Any” to
represent any ICMP type.

ICMP Code Enter the ICMP Code value of ACL rules. Select “Any” to

represent any field value.

4. “Apply” and finish as

ACE Table

follows.

ACL Mams B
Shirveng | All AIENAS Showng 1 o 1 of 1 snines '.._',4_ T
| | Source P Destination IF ot : e | Type of Service KMF |
i o ! | hddress | Mask | Addmes | Mash | I | DSCP | 1P Procedence | Type | Code |
100 Pemt Any (P} Ay Ay Any Any Arey Any
Frsl | | Povioos B © Mesd | | Lasi
Adid 150 Dbt

16.3 IPv6 ACL

Instructions

1. Click the “ACL > IPv6 ACL"” in the navigation bar as follows.

| ACLName |

[ Apply

Interface data are as fo

llows.

Configuration ltems

Description
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ACL Name

Name the IPv6 ACL rules

2. Click the “ACL > IPv6 ACE” in the navigation bar, “Add” the ACL Name as follows:

ACE Table
ACL Name |1
Shawng (Al |anies Shoveng O o 0 of 0 enines ar
. Source P Destination IF ; I = | TypeofService | ICMP
Baquence Action | Probecal | = - ‘Bource Porl | Desfiration Porl | TCF Flags | -
= | | Mddrmss | Prefix | Address | Prefx | | | DSCP | IPPrecedence | Type  Code |
0 restils found
Firsd Proveenss | 08 | Meod | Last
Ak Exiil Tvdwre

Interface data are as follows.
Configuration ltems

ACL Name

Description

ACL rule list is made based on IPv6 ACL configuration.

3. Fill in corresponding configuration items
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Sequence | 104

L@ Permit
Dany
Shutdown

. Any

oacP [

IP Precedance
..................... oy
Singie
Range
Ay
Destination Port | Single
- Range |
Urg

Ark:

TCP Aags

saled |08
Diefine
Ay

Defna |

Interface data are as follows.

Configuration Items | Description

ACL Name ACL rule list is made based on IPv6 ACL configuration.

Sequence IPv6 ACL ranges from 1 to 2,147,483,647.

Action ACL actions are divided into “Permit” or “Deny”, as well as
“Shutdown”.

Protocol It is required to select the protocol type such as ICMP, TCP and
UDP. Select “Any” to represent any protocol.
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Source IP

Enter the source IP and mask of ACL rules. Select “Any” to
represent any source |P.

Destination IP

Enter the destination IP and mask of ACL rules. Select “Any” to
represent any destination IP.

Type of Service

Enter the service type of ACL rules, such as DSCP (0-63) and IP
priority (0-7). Select “Any” to represent any service type.

Source Port

Enter the source port of ACL rules, such as single port No. or
range segment (0-65,535). Select “Any” to represent any source
port.

Destination Port

Enter the destination port of ACL rules, such as single port No. or
range segment (0-65,535). Select “Any” to represent any
destination port.

TCP Flags Enter the TCP flags of ACL rules, such as URG, ACK, PSH, RST,
SYN, FIN, with the actions such as “Set”, “Unset” and “Don’t care”.

ICMP Type Enter the ICMP message type of ACL rules. Select “Any” to
represent any ICMP type.

ICMP Code Enter the ICMP code value of ACL rules. Select “Any” to represent

any field value.

4. “Apply” and finish as follows.

ACE Table
ACL Mame [c

Shirsang | AL anines

Shawing 1 001 of 1 eniries al

[7| | Sequence | Action | Protocal ¢

100 Perml Ay (1P

A Edi

| Destination I | Type of Sarvice L= 3

Source Port | Dwstination Port | TGP Flags - : !
i e ORGP P Frecadence | Trpw | Gode |
Aty By g By Ay Ay

Source: [

Frsl | Preioous | () Mexd | | Lasl
Deiete |

16.4 ACL Binding

Once the list is created, it must be bound to each required interface.

Instructions:

1. Click the “ACL > ACL Binding” in the navigation bar as follows.
ACL Binding Table

Q |

| | Entry  Port MACACL IPvaACL IPv6ACL

GE1
GE2
GE3
GE4

= LW kA =
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Interface data are as follows.

Configuration Description

Items

MAC ACL MAC ACL name bound to the port

IPv4 ACL IPv4 ACL name bound to the port (mutually exclusive with IPv6
ACL)

IPv6 ACL IPv6 ACL name bound to the port (mutually exclusive with IPv4
ACL)

2. Fill in corresponding configuration items, taking the created MAC ACL a, IPv4 ACL b,
IPv6 ACL c as examples.
3. “Apply” and finish as follows.

e PN

"1 GE3
Port |

MAC ACL | a

IPvd ACL b

IPv6 ACL |

Apply || Ciose

17 QoS

QoS (Quality of Service) assesses the ability of service providers to meet customer
needs and the ability of transmitting packets over the Internet. Diversified services can
be assessed based on different aspects. QoS usually refers to the evaluation of service
capabilities that support core requirements such as bandwidth, delay, delay variation,
and packet loss rate during delivery. Bandwidth, also known as throughput, refers to the
average business flow within a certain period of time, with the unit of Kbit/s. Delay refers
to the average time required for business flowing through the network. For a network
device, the followings are general levels of delay requirements. There are two delay
levels, that is, the high-priority business can be served as soon as possible by scheduling
method of priority queue, while the low-priority business gets services after that. Delay
variation refers to the time change of business flowing through the network. Packet loss
rate refers to the percentage of lost business flow during transmission. As modern
transmission systems are very reliable, information is often lost in network congestion.
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Packet loss due to queue overflow is the most common situation.

All messages in a traditional IP network are treated equally. Every network device
processes the messages on a FIFO basis, and makes every effort to transmit them to
destinations without guaranteeing reliability, transfer delay, or other performance.

Network service quality is constantly improved as new applications keep springing
up in the rapidly changing IP network. For example, VolP, video and other
delay-sensitive services have set higher standards on message transmission delay.
Message transmission in a short period has been the common trend. In order to support
voice, video and data services with different requirements, the network needs to identify
business types and provide corresponding services.

The ability to distinguish business types is the prerequisite to provide corresponding
services, so the traditional best-effort service no longer meets the application needs.
Therefore, QoS comes into being. It regulates the network flow to avoid and handle
network congestion and reduce packet loss rate. Meanwhile, users can enjoy dedicated
bandwidths while business can improve service quality, thus perfecting the network
service capacity.

QoS priorities vary with message types. For instance, the VLAN message uses
802.1p, also known as the CoS (Class of Service) field, while the IP message uses DSCP.
To maintain the priority, these fields need to be mapped at the gateway connected with
various networks when messages flow through the network.
802.1p priority in the VLAN frame header

Typically, VLAN frames are interacted between Layer 2 devices. The PRI field (i.e.
802.1p priority), or CoS field, in the VLAN frame header identifies the quality of service
requirements according to the definitions in IEEE 802.1Q.
802.1p priority in the VLAN frame

D?=. 5ti:|:st|T"| S.DIHFE "[ﬂ LII.'-! ngth Data FCS
addrass addrass Tw; Typea
.-""'--- e T
.-"-FFF- _\_\__\__\— -
" - = -_\__\_\__'— -
1Boits 3pits 1bit 12bits

TPID -:F ) VLAN ID

The 802.1Q header contains 3-bit PRI fields. PRI field defines 8 CoS of business
priority ranging from 7 to 0 from high to low.
IP Precedence/DSCP Field

According to RFC791 definition, ToS (Type of Service) domain in the IP message
header is composed of 8 bits. Among them, the 3-bit long Precedence field, as located
in the following, identifies the IP message priority.

IP Precedence/DSCP Field
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Version [IT0S
Length [FEEYIE

Flags/

i
Len B offset

TTL Proio | FCS | IP-5A | IP-DA| Data

0 1 2 3 &4 5 8 7T

Precedence | D | TR | C

| —

IP Precedence

| J
DSICF'

0 to 2 bits are Precedence fields representing the 8 priorites of message
transmission ranging from 7 to O from high to low, with either Level 7 or 6 as the highest
priority that is generally reserved for routing or updating network control
communication. User-level applications only have access to Level 0 to 5.

ToS domain, in addition to Precedence fields, also includes D, T and R bits: D-bit
represents the Delay requirement (0 for normal delay and 1 for low delay). T-bit
represents the throughput (0 for normal throughput and 1 for high throughput). R-bit
represents the reliability (O for normal reliability and 1 for high reliability). ToS domain
reserves the 6 and 7 bits.

RFC1349 redefines the ToS domain by adding a C-bit to represent the Monetary
Cost. The IETF DiffServ group then redefines the 0 to 5 bits of ToS domain in the IPv4
message header of RFC2474 as DSCP and renames it as DS (Differentiated Service) byte
as shown in the figure above.

The first 6 bits (0-5 bits) of DS field distinguish the DSCP (DS Code Point), and the
higher 2 bits (6-7 bits) are reserved. The lower 3 bits (0-2 bits) are CSCP (Class Selector
Code Poaint), with the same CSCP value representing the DSCP of the same class. DS
nodes select corresponding PHB (Per-Hop Behavior) according to DSCP values.

17.1 General

17.1.1 Property

Network congestion resulting from the competition for resource use rights among
messages at the same time is usually solved by queue scheduling, thus avoiding
intermittent congestions. Queue scheduling technologies include SP (Strict-Priority),
WFQ (Weighted Fair Queue), WRR (Weighted Round Robin), and DRR (Deficit Round
Robin, which is also expanded from RR technology).

Instructions for global and port scheduling configuration
1. Click the “QoS > General > Property” in the navigation bar as follows.
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Slate Enable

Port Setting Table

Q
Entry | Port | CoS | Trust Eﬂlﬁlm
CoS | DSCP  IP Precedence
1 GE1 Enabled Disabled Disabled Disabled
2 GE Enabled Disabled Disabled Disabled
3 GE3 0 Enabled Dicabled Disabled Disabled
4 rrRFE4 i Frahied Miznahled Nisahded Mimahlod
Interface data of global configuration are as follows.
Configuration Description
Items
State Switch of global QoS function
Trust Mode It can be divided into CoS, DSCP, CoS-DSCP and IP priority

Interface data of port configuration are as follows.

Configuration Description

ltems

CoS Ranging from 0 to 7

Port Trust Mode Switch of port QoS function
CoS Mark the CosS field

DSCP Mark the DSCP field

IP Priority Mark the IP Priority field

17.1.2 Queue Scheduling

1. Click the “QoS > General > Queue Scheduling”. “Apply” and finish as follows.
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Queue Scheduling Table
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Interface data are as follows.

Configuration Description

ltems

Strict Priority SP mode

WRR WRR mode

Weight Bandwidth percentage of WRR accounted for by Queue

17.1.3 CoS Mapping

1. Click the “QoS > General > CoS Mapping” in the navigation bar. “Apply” and finish as
follows.
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CoS to Queue Mapping

[1v]
7]
ERA
(4]
5]
6 7]
[7.v]
[8v]

= @t e W R s D

Apply

Queue to CoS Mapping

or]
(i)
27]
av]
ev]
Ev]
(6v]
7]

0 =~ O h B W R}

Interface data are as follows.

Configuration Description
Items

CoS 802.1p priority
Queue Port queue

17.1.4 DSCP Mapping

1. Click the “QoS > General > DSCP Mapping”. “Apply” and finish as follows.
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DSCP to Queue Mapping

o[csop |1 v|
1 (1]
2 (1]
3 [1v]
4 [1v]
b |*I 'r|
G [1¥]
7 [1v]
gfes1]  [2v]
9 [2v]
10[AF11] [2 *|
no [2v]
12[AF12] (2 v |
13 [2v]
14[AF13] [2v]|
15 [2v]

16[CS2] [3v| 320c84] (5~
17 3w| 33 |5
18(AF21] |3 v| 34[AF41] (5
19 [3v] 35 [5v
20(AF22] (3v| 36IAF42] (S v
2 |2+]| 37 |5
22[AF23] (3v| 38[AF43] [E v
23 [3v] 39 [5v]
24[CS3] (4w | 40[CS5] (6
8 ] a1 [6v
26[AF31] [d4v| 42 6v
27 4v| 43 6
28[AF32] |4v| 44 6 v
20 4v| 45 G
30[AF33] (4v| 46[EF] |6V
31 dv| 47 6 v

43 [C36]
49

50
51
52
53
54
55
56 [C5T]
&7
58
it
60
61
62
63

2 |8lcs]

v

3 [16(Cs2) v |
4 [24[cs3) v|
§ [32(Cs4] v |
6 [40[CSH] v
7 | 4B8[CSE] v

8 |56[CST7] v|

Interface data are as follows.

Configuration
Items

Description

DSCP

Value of IP DHCP domain priority

Queue

Port queue
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17.1.5 IP Precedence Mapping

1. Click the “QoS > General > IP Precedence Mapping”, enter this page and click “Apply”,
finish as follows.

IP Precedence to Queue Mapping

[1v]
[2v]
|3 |
4]
[5v]
|6 v
[7v]
8|

= 0 th & L K = 0O

Queue to IP Precedence Mapping
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Interface data are as follows.

Configuration Description

ltems

IP Precedence Value of IP TOS domain priority
Queue Port queue
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17.2 Rate limit

17.2.1 Ingress / Egress Port

It refers to the rate restriction on transmitting and receiving data at physical
interfaces.

Restrict the rate limiting at the egress before transmitting flow, thus controlling all
outgoing message flow;

Restrict the rate limiting at the ingress before receiving flow, thus controlling all
incoming message flow;
Instructions:
1. Click the “QoS > Rate Limit > Ingress/ Egress Port” in the navigation bar to choose a
rate-limiting port and check the current configuration as follows:

Ingress [ Egress Port Table

Q| |

Disabled

Disabled

t 1 GE1

5] 2 GE2 Disabled Disabled
| 3 GE3 Disabled Disabled

T & GE4 Disabied Disabled

)l 5 GE5 Dizabled Dizabled
| 6 GES Digabled Disabled
| 7 GFT  Disabled Nisabled

2. Select the port (s) for rate limiting, “Edit” it at the bottom to switch the function and
specify the rate. “Apply” and finish as follows:

Edit Ingress | Egress Port

For Port! GE1-GE3
= razzzzxazd
i ¥ Enable
: Ingress:
i ! 1000000 bps (16 - 1000000
I"t::?tll’:'.::'l'lé
| i o Enable
i Egress (
i 1000000 | Kbps (18- 1000000
[ Appiy H Close

Interface data are as follows.
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Configuration ltems Description
Ingress Enabled Rate limiting switch

Rate Rate ranges from 16 to 1,000,000 Kbps
Egress Enabled Rate limiting switch

Rate Rate ranges from 16 to 1,000,000 Kbps

17.2.2 Egress Queue

Instructions for egress queue configuration
1. Click the “QoS > Rate Limit > Egress Queue” in the navigation bar as follows.

Egress Oueus Tabis

Q

s 2 [ G Geewd | el | Gawwd | GeweT | [ L
o e | 00 W] | el (| Wy P | G P | O} O b | - W e | | | | W ) |
A i 2] Libarind e 1] i ] Sarsin] Lirdenl e
Comaziec R w3t Cmasied et Comaie
-3 (RO bl —aieed ] Sy
act mxbinc sk = b e
] R i bl Db
. =g el a3 ¥ L s
u: =T Cotdanf (F Tranzwd ETE e

2. Select the port and “Edit” to enter the port configuration interface as follows.
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Edit Egress Queues

! Port: GE1-GEZ
5 | Enalie
| Queue1d: .
[ ! Enable
; Quaue 2 | _—
| ! Enabla
Queved:
.
| Enabie
Queue 4 i
1]
| Enable
Queue5;
i . |
b .....,!
! Enable
Queue §:
|
Enable
Queue T |
|
| Enabia
Queve 8
| Appiy Close

18 Diagnostics

18.1 Logging

It configures log switch, info integration, aging time and configuration level. It also
uploads the switch’s work logs to the TFTP Server.
Instructions:
1. Click the “Diagnostics > Logging > Property” in the navigation bar to switch logs
enable/disable, select the egress terminal, configure the severity level, etc. as follows:
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Aging Time = |300 Sec {15 - 3600, defaull 300)
7] Enable

State
Minimum | (Notice |
Severity

MNote: Emergency, Alert, Crfical, Ermor, Waming, Mobce

State | [ Enable

(Noice |

Mote: Emergency, Alert, Crfical, Ermor, Waming, Nobce
State [ | Enable

Minimum =
Severity

[ aonty |

1

Mote: Emergency, Alert, Cotical, Ermor, Waming, Nobice

2. Click the “Diagnostics > Logging > Remote Server” in the navigation bar to add and
view the server configuration as follows:

Remote Server Table

Q|

0 results found.

3. “Add” a new remote log server and “Edit” the selected configuration. “Apply” and
finish as follows:
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Add Remote Server

! | ® Hostname
Address Type | () IPvd
| L O IPve

Server Address | |
b b b

Server Port | |514

Facility | [Local7 -]
s s

Minimum [Motice |
Severity |

| Appy | Ciose |

18.2 Ping

Ping command checks the availability of specified IP addresses and host names and
transmits statistics accordingly.

Instructions:

1. Click the “Diagnostics > Ping” in the navigation bar to enter a host name or an IP
address, as well as the number of tests as follows:

e
Address Type | (@ [Pvd
! : ) IPvE

Server Address | [192162.1.111

Count | |4

2. Click the “Ping” to accept the packet-transmitting test from system to verify address
validity, and output the result as follows:
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Ping Result

18.3 Traceroute

Traceroute measures the duration from transmitting a small packet to receiving it
back from the target device.

Instructions:
1. Click the “Diagnostics > Traceroute” in the navigation bar to enter a host name or IP
address to define the message existence time as follows:

() Hostname

Address Type @ 1Pud

Server Address | | 1921681122

[7] User Defined
Time to Live

£ (2 - 255, default 30

| Apply Stop

2. “Apply” to test and output the result as follows:
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Traceroute Result

Iraceroute o 192.168.1.122 (152 1681 1'223. 30 hops max, 38 byte packets
1 192,188.1.122 (192 168,1.122) 0.000 ms 0.000 ms 0.000 ms

18.4 Copper Test

Copper test evaluates the ingress cable state and locates the faults (about 5 m by
error) according to the reflected voltage strength
Instructions:
1. Click the “Diagnostics > Copper Test” in the navigation bar to select a port for test as
follows:

{ Porti [GE1 ~|

| -Eﬂpper Tes_t

2. Click the “Copper Test” and output the result as follows:
Copper Test Resuit

. Per GEl
" 'Result | Open Cable
" Length | 292

18.5 Fiber Module

Can be used to view optical module DDM information
Instructions:
1. Click the “Diagnostics > Fiber Module” in the navigation bar to select a port for test as
follows:
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Fiber Module Table

Q
| Pori | Tempesature (C) Voliage (V) | Current (mA) | Output Powes (mWW) | Inpui Fower (mW) | OE Present | Loss of Signal | |
TE1 NS NS [T NE WS Remone Leas
TEZ NS NS NS NS WS Ramewe Loss
TE3 NS WS NS NG WS Remove Los=z
TE4 NS L] Nig Mg WS Remove Loss

Refresh | [ Datal

18.6 UDLD

UDLD ( Unidirectional Link Detection) : it is a Cisco private layer-2 protocol,
which is used to monitor the physical configuration of Ethemet link connected by
optical fiber or twisted pair. When one-way link appears (it can only transmit to one
direction, for example, | can send data to you, you can also receive it, but | can’ t
receive the data you sent to me), UDLD can detect this situation, close the
corresponding interface and send it Warning message. One-way links may cause
many problems, especially spanning trees, which may cause loopback. Note: UDLD
needs to be supported by devices at both ends of the link to run normally.

18.6.1 Property

Global and port switch configuration
Instructions:
1. Click the “Diagnostics > UDLD > Property” in the navigation bar to select a port for
test as follows:
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Message Time ' 15

.......................

Port Setting Table

Q
1 GE1 Disabled Unknown ]
2 GE2 Disabled Unknown 0
3 GE3 Disabled LUinknown 0
4 GE4 Disabled Unknown 0
§ GE5  Disabled Unknown 0
[ 2ER Miseahlad | Imbrresn n

2. Select the port and click “Edit” to enter the Edit interface as follows:

Port | GE1
FERTTTEERTE L] (]
{ ® Disabled
Mode ; Mormal
Aggressive
| Apply || Close |

Interface data are as follows.

Configuration | Description

Items

Port Port id

Mode UDLD port mode

Disabled: Disable port function

Normal: UDLD can detect one-way links and mark the port as
undetermined to generate system logs

Aggressive: UDLD can detect the unidirectional link. It will try to
rebuild the link and send UDLD messages for 8 seconds
continuously. If there is no UDLD echo response, the port will be
placed in the errdisable state
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18.6.2 Neighbor

UDLD periodically sends hello packets (also known as advertisement or probe
probe) on each active interface.

When the Hello packet is received by the switch, the message is stored until the
aging time is expired. When Hello is received again before the expiration of the aging
time, the aging time is refreshed.

When a new neighbor or a neighbor requests to resynchronize the cache, a series
of UDLD probe / echo (Hello) packets are sent.

Instructions:
1. Click the “Diagnostics > UDLD > Neighbor” in the navigation bar to select a port for
test as follows:

Meighbor Table

Q
Entry E“"Tx"' Current Neighbor State | DeviceID | Device Name | PortiD m m‘
0 results fpuna
Refrash

Interface data are as follows.

Configuration Items Description

Entry Serial No. of neighbor

Expiration Time Remaining aging time

Current Neighbor State Status of neighbors

Device ID Device id of neighbors

Device Name Device name of neighbors

Port ID The ID of the connected interface
Message Interval Message interval for neighbors
Timeout Interval Timeout interval for neighbors

19 Management

19.1 User Account

Users can check and modify the current username, password and authority of the
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switch.

Instructions:

1. Click the “Management > User Account” in the navigation bar to discover the
username of “admin” and the privilege of “Admin” by default as follows:

User Account

Showing [All - | enlries Showing 1101 of 1 entries Q|

[] admin Admin

| Asa || Eam || Delete | = W T Tt

2. “Add” a new user account and “Edit” the selected user attribute as follows:

Add User Account

----------------------------

_ Password | |

brezpsnsssrrie iR TR R R R A REEE

. Confim Password | |

F:l::::::::ll_‘::::::::'—::::‘
Privilege |

& Admin
i User

Edit User Account

== ==

{ Username ; admin

Password | |

H
pEsEsEsEEEssEsIsEETERERETE B
i

Confirm Password | |
P rrzrzsreseissssaod
: : i@ Admin
Privilege s

19.2 Firmware
System version firmware upgrade

Instructions:
1. Click the “Management > Firmware > Upgrade” in the navigation bar as follows:
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.................

' Facioryrie
Fessrarrnvannnnnd
Action | (8 Upgrade

.................

] TFTP
| @ HTTP

Filename | |Chooze File | Mo file chozen

Apply |

19.3 Configuration
19.3.1 Upgrade

System configuration upgrade or backup
Instructions for configuration file upgrade:

1. Click the “Management > Configuration > Upgrade” click the “Upgrade” in mode of
“TFTP” or “HTTP”, select the corresponding files to be upgraded (servers should be
illustrated in TFTP mode). “Apply” and finish as follows:

-----------------------

& Upgrade
Backup

} 3 TFTP
W HTTP
@ Running Configuration

: Startup Configuration
Configuration : Backup Configuration

Filename ; |Choose File | No file chosen

|  Apply |

Instructions for file backup configuration:

2. Click the “Backup” in mode of “TFTP” or “HTTP”, select the files or logs to be upgraded
(servers should be illustrated in TFTP mode). “Apply” and finish as follows.
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-----------------------

Lipgrade
* Backup

TETP
s HTTP

.......................

& Running Configuration
- Starup Configuration
Configuration Backup Configuration
; RAM Log
Flash Log

19.3.2 Save Configuration

Save system configuration or restore configuration to factory default
Instructions:
1. Click the “Management > Configuration > Save Configuration” in the navigation bar
as follows:

i | & Running Configuration
| Source File | Startup Configuration
| i Backup Configuration

frizzrEErrrzsTzz ez ErsEAEY
'

DesunannnFlleé & Starup Configuration

Backup Configuration

| Appy || Restore Factory Defaul

&Note:

® Click the “Factory Reset” and “Device Restart” to restore factory settings.
Save the “Running Configuration” as the “Start Configuration” (which can be saved as
“Backup Configuration” or “Running Configuration”) and the “Backup Configuration”
(which can be saved as the “Start Configuration” or “Running Configuration”).

Instructions for the second method of system preservation:
2. Click the “Save” on the upper right to save the running configuration as the start
configuration as follows.

Save | Logout | Reboot | Debug
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Save running configuration to startup
configuration. Do you want to continue?

aﬁ 11 Cancel

19.4 SNMP

SNMP (Simple Network Management Protocol) is widely used in TCP/IP network. It
manages devices by the central computer which operates network management
software (i.e. network management workstation). SNMP is:
® Simple: The polling-driving SNMP has the fundamental functionality set that is

applicable to small-scale environment with fast speed and low cost. Besides,

UDP-driven SNMP is compatible with most devices. Powerful: SNMP aims to ensure

the management info transmission between two nodes so that administrators can

retrieve, modify and troubleshoot the info easily. There are 3 common versions,
namely SNMPv1, v2c and v3. Its system contains NMS (Network Management

System), Agent, Management object and MIB (Management Information Base).
® NMS, as the management center, will manage all devices. Each device under

management includes the resident Agent, MIB and management objects. NMS

interacts with the Agent running on the management object which will operate the

MIB to execute NMS orders.

SNMP management model

NMS

Agent

MiB

I

Managemenl
object

Device

NMS
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® As the network administrator, NMS manages/monitors network devices by SNMP
on its server. It can request the Agent to inquire or modify specified parameter(s).
NMS can receive the Trap actively sent by the Agent to be updated with the states
of the managed devices.

Agent

® As an agent process of the managed devices, it maintains device data and responds
to the NMS requests by reporting management data. Agent will fulfill relevant
orders through MIB Table and transmit the results back to NMS after receiving its
request. Devices will take the initiative to transmit info related to the current statues
of devices to NMS through Agent once a fault or another event occurs.

Management object

® |t refers to the object under management. Each device may have more than one
objects, including a piece of hardware (e.g. an interface board), partial hardware and
software (e.g. routing protocol), as well as other configuration item sets

MIB

® MIB is a database specifying the variables maintained by the management object
(i.e. the info that can be inquired and set by the Agent). MIB defines the attributes of
the management object, including the name, state, access right and data type. The
following functions can be realized through MIB: Agent will master the instant
device info by inquiring MIB and set the state configuration items by changing MIB.

19.4.1 View

1. Click the “Management > SNMP > View” in the navigation bar as follows.

View Table

Showing | All entnes Showing 1 1o 1 of 1 enfries Cl [

[ | View  OID Subtree | Type

| all 1 Included
| #uﬁ | Deléié | First | | Previous | 4 |Mext | Last
Interface data are as follows.
Configuration Description
ltems
View View name
OID Subtree View OID
Type View type: “Included” or “Excluded”
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2. “Add” the corresponding configuration, “Apply” and finish.

et e i R N
| OID Subtree | |

kEnEaEeEErrezressaarg

| i@ Included

5 WO ) Exciuded

19.4.2 Group

1. Click the “Management > SNMP > Group” in the navigation bar as follows.
Group Table

Showing| All v |entries Showing 0 to 0 of 0 entries

Q|

0 resutts found.

[First| | Previous | [ | Next | | Last |

Configure SNMP View to associate a non-default view with 2 group

| Ada || Eat || Delete
Interface data are as follows.
Configuration Description
Items

Group Group name
Version V1,V2, V3

Security Level

Security level

View

Views are divided into view reading, writing and notification.

2. Click the “Add” to fi

Il in corresponding configuration. “Apply” and finish.
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Add Group

Group I—___
@ SHMPY1

Viersion SNMPY2
SHMPY3

...................

19.4.3 Community

1. Click the “Management > SNMP > Community” in the navigation bar as follows.

Community Table

Showing | All | enfries Showing 1 1o 1 of 1 entries Q |
| Community Group View Access
|  pubfic all Read-Cinky
First | | Previous . B | Mext | | Last
SHMP Group 1
Add || Est || Delete

Interface data are as follows.

Configuration Description

Items

Community Community configuration

Group Group name

View View name

Access: Authority: read only or read-write

2. “Add” the corresponding configuration. “Apply” and finish.
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Add Community

! Enmmumt'ré [
pranssnsnnnnnnnnyg e
i | @ Basic

“lf Advanced

| @ Read-Only
Read-Write

| Apply | Close

19.4.4 User

1. Click the “Management > SNMP > User” in the navigation bar as follows.

User Table

Showing | All | entries Showing 0 to 0 of 0 entnes Q |

|| User | Group Security Level Authentication Method = Privacy Method |
0 results found

First | | Previous | &1 | Mext | Lasi

Add || Edd [| Deteta |

Interface data are as follows.

Configuration Items Description

User Username

Group Group name
Security Level Security level
Authentication Method Authentication mode
Privacy Method Encryption mode

2. “Add” the corresponding configuration. “Apply” and finish.
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@ Mo Secuniy
|
Security Level | Aufhentication
]
Autnentication and Prvacy

1 @ Mone
Mathod | MO
: S
p————
Password |

...................

...................

19.4.5 Engine ID

1. Click the “Management > SNMP > Engine ID” in the navigation bar as follows.

Showing | All v | entries Showing 0100 ofDenies  Q [ |
I 0 results found. l
[First | Previous ) | Next | Last|

[ As || Eat || Deere |

2. Click the “User Automation” to fill in corresponding ID value. “Apply” and finish.
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19.4.6 Trap Event

1. Click the “Management > SNMP > Trap Event” in the navigation bar as follows.

[ Aepty |

Interface data are as follows.

Configuration Description

ltems

Authentication Authentication error
Failure

Link Up / Down Port link up/down
Cold start Cold start

Warm start Warm start

2. “Apply” and finish.

19.4.7 Notification

1. Click the “Management > SNMP > Notification” in the navigation bar as follows.

Motification Table

Showing [All | entries Showing 0 to 0 of 0 eniries Q]

||| Server Address | ServerPort | Timeout Retry  Version | Type Community /User | Security Level |
0 results found

First | | Previous | 1 Ne:t Last

ShIF Commumity

Add || Edit || Delete
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Add Notification

Community / User private -

! & Hostname
| Address Type Pvd

[P
Server Address

! ® SNMP
Version SHNMPw2
SNMP3
= Trap

& Mo Security
Security Level S

¥ Lzse Default
Server Port

Interface data are as follows.

Configuration Description

Items

Address Type Address type: “Host Name”, “IPv4” or “IPv6”

Server Address Server address info

Version SNMP versions: v1, v2 and v3

Type Notification type: “Trap” or “Inform”

Community / User | Community or username

Security Level Security level

Server port 162 by default ranging from 1 to 65,535

Timeout Timeout period: 15s by default ranging from 1 to 300s.
Retry The retry interval ranges from 1 to 255s with 3s by default.

2. “Add” the corresponding configuration. “Apply” and finish.

19.5 RMON

RMON (Remote Monitoring) is a MIB defined by the IETF (Interet Engineering Task
Force) and significantly emphasizes the MIB Il standard. It mainly monitors data flow in a
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network segment or even the whole network, which is one of the widely used network
management standards. RMON includes NMS (Network Management Station) and
Agent running on various Network devices. RMON Agent running on network monitors
or detectors will track and count flow info (e.g. the total number of messages on a
network segment during a certain period of time, or that of correct messages sent to a
host) on the network segment connected to the port. Based on SNMP architecture,
RMON is compatible with the existing SNMP framework. SNMP monitors remote
network devices in a more efficient and active manner to supervise subnet operation.
RMON can reduce communication flow between NMS and SNMP Agent to manage the
large-scale interconnection network conveniently and effectively. Multiple monitors can
collect data by 2 means: The exclusive RMON probe is used to collect data, and the NMS
directly manages info and controls network resources. Al RMON MIB info can be
obtained. RMON Agent with direct access to network devices (router, switch, HUB, etc.)
will become the network facility with RMON probe function. RMON NMS exchanges
data with SNMP Agent with SNMP basic command to collect network management info.
However, limited by device resources, it generally fails to obtain all data of RMON MIB.
Most devices collect data from only four groups: alarm, event, history and statistics
groups. Area-type switch realizes RMON in the second way. RMON Agent directly
accessing switches will become the network facility with RMON probe function. By
running the SNMP Agent supported by switches, NMS can obtain overall flow, error
statistics, performance statistics and other info on the network segments connected to
ports, in order to manage the network.

19.5.1 Statistics

The statistics group info reflects the statistics of each monitoring interface on the
switch, namely the info accumulated from the beginning of group creation. Statistics
include the number of network conflicts, CRC error messages, too-small (too-large) data
messages, broadcast/multicast messages, bytes and messages received, etc. With the
RMON statistics and management functions, port usage and errors occurred can be
monitored and counted respectively.

Instructions
1. Click the “Management > RMON > Statistics” in the navigation bar as follows, which
reveals the port-related message statistics.

=]
e P o [T B bl i i
RAFpeE | BT M TN AR | PRN KRN Epies | NDT L0 Byles e | g

2. “Clear” and “Refresh” the statistics of the selected port. “View” such statistics as
follows.
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View Port Statlstics
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3. Select the specified refresh frequency to operate automatically.
19.5.2 History

Once configuring the RMON history group, the switches will periodically collect and
temporarily store the network statistics for processing ease, providing historical data on
network segment flow, error packets, broadcast packets, bandwidth utilization, and
other statistics. Historical data management can be used to set up devices in terms of
historical data collection including periodical collection and maintenance of the data of
specified ports.

Instructions
1. Click the “Management > RMON > History” in the navigation bar as follows.

History Table

Showing | All | entnes Showing 010 0 of D ent

he SMNMP service s cunmenily dessbles

For RMON configurahon fo be effect the SNMP service mius! be enabled

| Add | Edt || Delete || View
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Interface data are as follows.

Configuration Description

Items

Entry Serial No. of event groups

Port Ports to be counted

Interval Sampling interval ranging from 1 to 3,600 (unit: s), with 1,800s by
default.

Owner Owner

Maximum The max number of samples ranges from 0 to 50, with 50 by
default.

Current Current number of samples

2. “Add” corresponding configuration items to configure history group.

Add Histary

Port: |G

miterval ; |

Cromer | |

|  Appty ||

Close |

3. “Apply” and finish as follows.

History Table
Showing  All eniries Showing 1 to 1 .of 1 er
I ' Sample
1 GE1 1800 50 50
MMP sar
Add Edit | | Delete | | View

19.5.3 Event

Defining event No. and process way, event group is mainly for the events triggered
by alarm group configuration items and extended alarm group configuration items.
There are several solutions to them: recording in a log table; transmitting a Trap

201




messages to NMS; recording a log and transmitting a Trap message; Don't care.
Instructions
1. Click the “Management > RMON > Event” in the navigation bar as follows.

Event Table

Showing [l femrles Showang O ta 0 of 0 entries Q |

| Entry  Community | Description | Netification | Time | Owner |

0 resulls found

First | | Prewiows | B9 | Mext

Audld | Edi || Detete || View

Interface data are as follows.

Configuration Description

Items

Entry Serial No. of event groups
Community Community name
Description Description

Notification Notification

Timer Time

Owner Owner

2. “Add” corresponding configuration items to configure the event group.

Add Event
Entry | 1
(® Mone
Notnication| 2 Eventlog
i ) Trap
Event Log and Trap
Community | |
Description Default Description
Owner | |
Apply | Close |

3. “Add” and finish as follows.
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Event Table

showing _.AII | entries Showing 1 to 1 of 1 entnes Q I
| 1 Default Description  Default Deseripion  Event Log and Trap

First | | Previous | BB | Mext | | Last

[ asa [ Em | Delee |[ view

19.5.4 Alarm

RMON alarm management monitors specific alarm variables, such as port statistics.
An alarm event occurs when the value of monitored data exceeds the defined threshold
in the corresponding direction, which will be treated according to the prescribed
treatment mode. Event definition is realized in event group. After the user defines the
alarm entry, the system will process as follows: The alarm-variable defined by
sampling-time should be sampled and the value should be compared with the threshold.
For higher threshold, the corresponding event will be triggered.
1. Click the “Management > RMON > Alarm” in the navigation bar as follows.

Alarm Table

Showng |All -~ | entries Showing O to 0 of 0 enfries Q |
= | Counter Rising Falling
-__IEnhny mmlmmmmm |w |M
0 results found
Firsl| | Prewious | 1) | Mexi | Lasl
Asd [ Edt || Delete
Interface data are as follows.
Configuration Items | Description
Entry Serial No. of alarm groups
Port Enter the ports to be counted
Counter Sample parameters of alarms
Interval Sampling interval ranges from 1 to 2,147,483,647 with the unit
of second. 100s by default.
Sampling Sample types: Absolute and Delete
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Owner

Owner

Threshold (Rising)

The threshold of rising edge ranges from 0 to 2,147,483,647.

Event (Rising)

Event group index. Corresponding event will be activated when
alarm is triggered.

Threshold (Falling)

The threshold of falling edge ranges from 0 to 21,474,836,475.

Event (Falling)

Event group index. Corresponding event will be activated when

alarm is triggered.

2. “Add” corresponding configuration items to configure the alarm group.

Add Alarm

Entry | 1
GE1

Port

T

Counter

[Drop Events

Sampling ) Delta

® Absolute

Interval | [100

Sec (1-2147483647 default 100)

Owner |

(@ Rising

Trigger | () Falling

() Rising and Falling

Threshold

[100

Event | |1 - Defaul Description - |

HATARIBAT

default 100)

Threshold |2n (0 - 2147483647, defaull 20
Event | |1- Default Description |
| Apply | Close |

3. “Apply” and finish as follows.

Alarm Table

Showing E.d.l | mnines.

0 Absolule

O

1 GE1 DropEvents

100

Shaveireg 110 1 of 1 emnes

100 Detaul Descripton

Q

20 Defsit Descriplion

sttt
e SHBAF service

J_Owee
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